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o VYT NFUIR— - BERDVITINFUIN—%RT 32 XFTT,
o Time Validity Pass (BfEAZEAH) AABREOENEFIVIICBELENAESIAERLET,
1 Provisioning Server(7OEYa=y 4 #—/3—)- Intel AMT FAE 3=V 54 —/\—0 IP PELAB LUR—+EE (0~65535) T, CORENKRTINZDIE. TVE—T54
RTAEDA=VTETLDBEETTY, TI+HILEDR—ESE 9971 T,
1 TLS PSK - TLS PSK &READHRENEFENTVET .
o Set PID and PPS(PID & PPS MR E)- FOEC3a=2 4 ID(PID)BLUVTRESI=U S /XRTL—X (PPS)#RELE T PID LU PPS 4y aT74+—IvhTANLE
¥, (f:PID:1234-ABCD, PPS:1234-ABCD-1234-ABCD-1234-ABCD-1234-ABCD) #E - PPS {E%0000-0000-0000-0000-0000-0000-0000-000011=9"%
&L EYNTYTRERBIIERESNER A, COBEEHEALIES . b7y T EBRORERTBEENEN I FEICBYET,
o Delete PID and PPS(PID & PPS D#IR) - ME IZREFESNTWLHIED PID LU PPS #HIBRLET . PID KLU PPS NAASHTLELMESIZ(E. MEBX AABI5—4
YE—UHNRENET, AE: DA TLavEERALTH, tyh 7y T EERRE/ S A—E—ATRIESN G ISR ESNAEFHYER A, CDFTar TR, £y 7y T EMHR
BB/ A—B—HT IR 2R EENET
o Time Validity Pass (BB MMEEH) - RALBHROBEMEF TV IICEBLENEINERLET,
1 TLS PKI - TLS PKI XERDHRENEENRTVET .
o Renéoite %)nfiguration Enable/Disable (JE—FEERH / B - VE—MREEADEFEHICLET . COFTLavNBHITLE>TOEWMES &, VE—FREER
TTEEE A,
o Manage Certificate Hashes (RiE/\WaDEE) - BERFINTVS/ \WIABIVREDRAT—R2RAD—EERRLET . RAEDAWNERT—EREEET 5581
<t+> X —FW|LET, \VPaZHIRT HHE I <del> F—ZILET, HDOXF—EBMT HHEF <ins> F—Z&HLET,
o Set FQDN(FQDN D) - aVE1—2DELEMHR A R—LERELET .
o Set PKI DNS suffix(PKI DNS #7492 ZDE&EE) - PKI DNS DY I v I RERELET .

O 0 O

TLS PSK

HITAZ2—[Z[F. TLS PSK READERENEENTVET, Ly 7y T EEEMNTIEF I THHIHE(Z. PID/PPS £REFFHIIRT L. MAMITTOEDI=V I HRIRESNDRRELLYE

1 Set PID and PPS(PID & PPS ME&E) - PID &Y PPS #ELFT . PID $&U PPS 24 v aT4+—<IYbTAALEYT, (Hl: PID: 1234-ABCD, PPS: 1234-ABCD-
1234-ABCD-1234-ABCD-1234-ABCD) *¥E - PPS fE%0000-0000-0000-0000-0000-0000-0000-0000(=F &, b7y TR EREIERTINELE A COEEFERALE
BA, £ Ty T ERROR BRSO EEHYET,

1 Deletg;)_lng’and PPS(PID & PPS DHIRR) - ME ISRFENTLBIRAED PID ELU PPS ZHIRRLET, PID XU PPS AANSNTULVENMERICIE, MEBX MoI5—Ayt—
SHR .
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[ 1

Set PID and PPS
Delete PID and PPS ==
Return to Previous Menu

[ESCI=Exit [T4]1=3elect [ENTER]=Access

cause Intel(R) AMT partial unprovision

TLS PKI = YE—MRE
YE—MEEATLav, TLS PKI $TAZa—DHIZEFATVET . RO 4 DOYE—MEEEENHYET,

Remote Configuration Enable/Disable () E—r&EAS) / #H)
Manage Certificate Hashes(B3F/\v> 1D EHE)

Set FODN(FQDN M%)

Set PKI DNS Suffix (PKI DNS #7499 XDEE)

Intel(R) Management Engine BIDS Extension v3.8.Z2.8084
Copyright (C) 2083-87 Intel Corporation. All Rights Reserved.
[ 1
Manage Certificate Hashes

Set FODN
Set PKI DNS Suffix
Return to Previous Menu

[ESC1=Exit [t4]1=8elect [ENTER]I=Access

cause Intel(R) AMT partial unprovision

Remote Configuration Enable/Disable(JE—MEE &S / %))

EIRATEEA TS av (&, Enable (A%h) &1 Disable (#%)) T, Remote Configuration () E—MRE) BNMESIZAE>TWTH, FRICHIAZ 21— TLavFBIEHERTINETH.
Remote Configuration ()E—r&E) #EMILEVRYERATEER Ao

T YT BT O R A MBR(GDE, COFTLAVEERT HEETEE A CONTA—E—ERETEDD(F. AVE21—40, TIHHFARO T I+ LMREEZFETOESa=0 I
BREINIREICHE>TVRBEEITTY,

YT YT EBBNRE M THIGEEIC. YUE—FRTEEED / BEHICTIE BAMICTOECIZU I BRRINIFERELGYES,
Manage Certificate Hashes(BEfNyL 1 DEE)

Manage Certificate Hashes (RiE/\w¥ 1D EE) A=21—% KT 5IZEL. Remote Configuration (JE—r&E) A=1—I2#%% Manage Certificate Hashes GRiE/\v> 1 DE
BYA T avEBRLET, TIHEFRD 4 DOT 74U DNy aMERATRETY /Ay a1 —Y —DEFILICAIREFEBMT BN TEET,



Intel(R) Management Engine BIOS Extension v3.8.2.8084
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[ 1
Remote Configuration Enable/Disable w=

Manage Certificate Hashes
Set FODN

Set PKI DNS Suffix
Return to Previous Menu

Hash Name Default
eriSign Class 3 Primary CA-G1 [=]
VeriSign Class 3 Primary CA-G3 [«]
Go Daddy Class Z CA [*]
Starfield Class Z CA [#]1

[ESCI1=Exit [INS]=Add [DEL1=Del [+]1=Active [ENTER]=View

Manage Certificate Hash (BBiE/\v> 1O EE)EE TIE, AVE2—2 LDV 22 EEBT 5012, F—R—FaVrA—LELKOMERATEE T, RO F—(&, Manage Certificate
Hash (R \v 1 DER) A1 —THEATEEY,

Escape ¥ — - *Z1—%8&TLEY

Insert ¥ — - hRAIAXesh =R/ \wiakavEa—2ITBMLES
Delete ¥ — - BEERSNTWDRIE/ \vYaEa v Ea—2hDHIBRLET
<+> % — - BEZRSNTOSRINY 1 DEMSREEZEELET
Enter ¥ — - RIGERRSNTOSRBIL \w 2 OFMERTLET

HREIA XLy 2 DEM

1. Manage Certificate Hash GREE/\v> 2 DEB)BEET <Insert> #HLET ., NV 21BDANERD DT FRARI—ILEDBRFEINET
2. NYYAREAALET . \wPaBIE 32 XFLURICTIHENHYET, <Enter> £ T & BEE/ \VVAEEANTEEIRDZTOVT A RRENET
3. 2fElE 20 NARD 16 FEFEHMTT . NV aT—REELWNVIF—I VN TANTILELNHYET . BE>TANTSE. Invalid Hash Gertificate Entered - Try Again(A

LNV ADENTT . ANLEL TSN, ) EWVSAvE—U R RREINET, <Enter> #HF &L NV aDABREDEE IOV TIFRONET,
4. COVT)T HREIL ALz A DBEWRREERET D EMNTEES,

o [FL - DRERA AL\ BER—IENET,

o WWA(FI#ILR) - VA_Hash A% EPS RTREShET,

Ny OM K

1. Manage Certificate Hash (RR3E/\v> 1 DEE) EE T <Delete> ¥ &,
Delete this certificate hash? (Y/N)
(CORBEE NV aFBIBRLET A2 ([FL 7 VW) EVSTAVIMIRRENET
2. ZOFATLavTERULRBI N\ 1 %HIRT 52N TEET,
O (&L - MEBxX A' FW [AvE—U &R ELERLI N\ ZHIBRLET .
o LWYR - MEBX [EBIRLTz/\wi 2% 4B £ 712, Remote Configuration () E—rRE) ITRYET .

ADCRBOKN

Manage Certificate Hash GREE/\v 21 DEE)EET <+> F—%#|7 L.

Change the active state of this hash? (Y/N)

(CONYL 21 DFHRREEEBLETH?2(EL 7 LWR)) EWSTRVTINRTENET  CORMICTRIVIERET L. BIEERRSNW TSR N\ v 2 OFHRENYEDYET, /Y
DAEAMICHETHE PSK TOEDI= VT Iy aMERRTREICRYET

BNV ADET

Manage Certificate Hash (BBE/\v> 1 DEE)EE T <Enter> FLET  BIRLIZBA/ v A OF#ANRREINET ChIZF\vPaf B \wPaD T4, 8LUVEHET T4
FOREBOREENET,

Set FQDN(FQDN D& &)

;er/r;{oﬁte (é(;[lgg_uration(')E—FEQE))‘ZJ—‘E Set FQDN(FQDN MD&E) AT av&BIRT 5L, TOEDI= o H—N—DRLEBHF A2 7 —L(FQDN)EA AT HL5RHZHTOY
rAVRIR .
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[ 1
Remote Configuration Enable/Disable wx

Manage Certificate Hashes

Set FODN

Set PKI DNS Suffix

Return to Previous Menu

Enter FODN of provisioning server

[ESC1=Exit [ENTER1=Submit
Set PKI1 DNS Suffix(PKI DNS 7192 XD E )

Remote Configuration (') E—h&5E) *=21—T Set PKI DNS Suffix (PKI DNS $ 74y RADRE) AT avE&IRTHE, FAE D= F 4 —/—0 PKI DNS 7499 X%EAH
FBHEIRHDZTOVTIHRFTENET  F+—fEA EPS ATREFSNFET,

Intel(R) Management Engine BIOS Extension v3.8.2.8084
right (C) 2883-87 Intel Corporation. All Rights Reserved.
[ 1
Remote Configuration Enable/Disable w=
Manage Certificate Hashes
Set FODN

Return to Previous Menu

Enter PKI DNS Suffix

[ESC1=Exit [ENTER1=Submit

Un-provision(FRE Sa=v J&kKk)
Un-Provision(FAE A=V S @R 47 ar T, Intel AMT BEZTIBHEEO T I4ILMNI) YT HIENTEET, TAETaZV I RRICIEZRD 3 2DEATNHYET,

1 Partial Un-provision (84 MG TAESa=V Rk - COF T avid Intel AMT REET R TTFIAILMEIZ) £yLET A, PID/PPS [FEFDFFIZLET , MEBx /SRT—RIE
ZOEFETEDYFEEA,

1 Full Un-provision(E2%70EYa=U 7 #) - Intel AMT BEET R TTI4ILMEIC)£YbLET, PID/PPS ENFET HHEE. MALLEDNET  MEBX /SXT—RIFZ
DFEETEDYER A,

1 CMOS clear(CMOS 7)7)- COTAEZa=U I @ixA T av(d MEBX TIREMATEEE A, COFT2av T I RTOEAVY TSN TT 74V MEIZEYET . PID/PPS fENEF
;}ia‘é;;%‘a(i\ mALLEDNET . MEBX /SRT—RIET 74 L ME(admin) ISY £y bEhES, COFT2avE#FTHTIZIE CMOS(BIZ IEY R T LERS v/ O EVI TS HBEN

VLAN

ZOATav T, Intel AMT FID VLAN HR—b R FEFEHICLET VLAN S R—EHRICLIBEE, VLAN 55 (1-4090) ERET IRELHYET
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[ ]

Host Nane

TCP/IP

Provision Model

Setup and Configuration
Un-Provision

ULAN

SOL/IDE-R

Secure Firnware Update

[ESCI=Exit [T4]1=3elect [ENTER]=Access

[VLAN Disabled]
Enable VLAN: (Y/N)

SOL/IDE-R

Intel(R) Managenent Engine BIOS Extension v3.8.2.0684
Copyright(C) 2883-87 Intel Corporation. A1l Rights Reserved.
[ ]

Host Name

TCP/ 1P

Provision Model

Setup and Configuration
Un-Provision

ULAN

SOL/IDE-R

Secure Firmnware Update

[ESC]=Exit [t41=Select [ENTER1=Access

1 Username and Password (1 —#—%&/S27—F) - DISABLED** / ENABLED
(4% / BM) ZDATavIE, SOL/IDER £viarD1—HF—RiERH#LET . Kerberos FOLEERT 558X, COA T av% Disabled (%) (25 EL T, Kerberos %

MLtz —Y—RiERELET . Kerberos ZEALTLVAELMES (L, SOL/IDER tyiar 01— —REAEEHETEACTHIEMNTEET,
1 Serial-Over-LAN(SOL) - DISABLED** / ENABLED

(&30 / A SOL ZERALT, Intel AMT BEYSAT7UbAVY—ILDAN / HHh%E, EBY—N—a Y= LITUFALIMN HIENTEET,
1 IDE Redirection(I1DE-R) (IDE Y% 1L%< 3> (IDE-R)) - DISABLED** / ENABLED

(#&%h / H3)IDE-R ZERAL T, Intel AMT BEISA7UME, EEAVY—ILIZHRDVE—ITARIAA—ID BB HIENTEEY,

Secure Firmware Update(77—ALAI 7 DEX217HT7YvTT—hF)

ZOATav T, I7—LIITDEFATRTVIT—r A / EBACTHIENTEET, Secure firmware update (F7—LIT7DEF1T7HETYIT—HICIE VAT LEEEIL—
H—BBLUVNRT— B ETT,, VAT LEBEL - —BELV/SRT—FEAALLGNE, I7— LI TET VI T— T BHIENTEE R A

secure firmware update (77—LD 7 DEFa1F7LT YT TR BEEZENICT DL, X a7 UAREERALTIF—LVITET VI T 2IENTEES, I7— L7 DEF2T
BT T—hE LMS RS54/ ERRRL—LET,
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[ ]

TCP/ 1P

Provision Model

Setup and Configuration
Un-Provision

ULAN

SOL/ IDE-R

Secure Firmware Update

Set PRIC

[ESCI=Exit [T4]1=3elect [ENTER]=Access

[ ] DISABLED,

[#] ENABLED

Set PRTC(PRTC MEE)

PRTC % GMT(UTC) 74—k (5:A:B:F5:5 :# (YYYY:MM:DD:HH:MM:SS)) TAALE T, A3 B OFE(L 1/1/2004 ~ 1/4/2021 TY, PRTC EDORE(L. BRA T (G3) K&
DEEITN—F ¢ JLIZ PRTC 2R EHTE=HICHALET, CORENRTSNDD(L, Enterprise Provision Model (T A—TF 54 XDTFOECI=V T ETIL) DHEEITTT .

Intel(R) Management Engine BIDS Extension v3.8.Z2.8084
Copyright (C) 20@3-87 Intel Corporation. All Rights Reserved.
[ ]

TCP/IP

Provision Model

Setup and Configuration
Un-Provision

VLAN

SOL/ IDE-R

Secure Firnware Update

Set PRIC)

Enter PRIC in GMT(UTC) format(YYYY:MM:DD:HH:MM:SS)

[ESC1=Exit [ENTER1=Submit

Idle Timeout(ZAFILEAL LT IE)

COHREEHALT.ME Wol OFARLISLTIMEERLET . CORAI—OHRMNEINDE ME (FEBARBICBRYET , SO LT IMIEMNIHEZDE. ME Wol BRAUS—DL
FTIAOERRLIZIBEFZTTY BESBEHLTAALET .
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[ ]

Setup and Configuration
Un-Provision

ULAN

SOL/ IDE-R

Secure Firmware Update
Set PRIC

Idle Tineout

Return to Previous Menu

Timeout Value (1-65535)

i

[ESCI=Exit [ENTER1=Submit

DHCP ®—FT® Intel AMT D& E i

ROFEIE. Intel AMT Configuration (Intel AMT BB E) A=21—~R—I T, aVEa1—4% DHCP E—FTHRETHHED . ARIT(—ILEOBREHZERLTVET,

DHCP E—FT® Intel AMT &€ I
Intel AMT B B/85A—8— {8
Intel AMT Configuration (Intel AMT &%) BIRLT <Enter> #WLET .

1 : Intel AMT
INFARL—TFTAVT VAT LIV U DERIERLTT .

SDNFGA—B—ERDEIIHRELET .

Host Name (GRR )

1 Network interface (RybT—9 42T —2) EFMICLET
DHCP Mode (DHCP E—R)&#A#IcLEY
FASO R —LEFELET (BIZE amt.intel.com)

TCP/IP

Intel AMT 3.0 Mode (Intel AMT 3.0 €—F)
Small Business(RE—IILEVHRR)

Provision Model(FREYa=V 5 EFIL)

SOL #&MILET
IDE-R ZH%ICLET

SOL/IDE-R

Remote FW Update (Y E—rI7—LITT77vITT—h) Enabled (&%)
MEBx #{&7FLT# T L. Microsoft® Windows® A RL—F4VJ Y RTFLTAVEL—4%EELET .

BIE—FTO Intel AMT DEEEH

RDFEIE. Intel AMT Configuration (Intel AMT B E) A=1—R—U T, AVE1—22HME—RTRETDHED. BRI —ILROREFAERLTVET, IVE1—4EHNE—RTERY
SEDHEF. 2 DO MAC 7RLR (GBE MAC 7RLABLUEEHEE MAC 7RLR) NRETT , BEHEE MAC 7ELADHIMESE (. Intel AMT 2#ME—FTRET S LETEE R AL

HHE—FTO Intel AMT B EH

Intel AMT B /854 —48— L
Intel AMT Configuration (Intel AMT &%) BIRLT <Enter> #LET .
Host Name (FRR~4) f: IntelAMT

CONRFA—E—ERDESIRELET .

Network interface (#ybT—2 1272 —R)EHHICLET
DHCP Mode (DHCP E£—R)#&%(CLET

IP PRLRZRELFET (HIZ(E 192.168.0.15)
PITRUMIRIERELET (BIZ L 255.255.255.0)
TIHINF—bIATRLRRA T avTF

8% DNS ZRLRIEA T ar T

% DNS 7RLRIEA T avTF

RASU 2 —LEZRELET BIZE amt.intel.com)

TCP/IP

Intel AMT 3.0 Mode (Intel AMT 3.0 €—F)
Small Business(XRE—JILETHR)

Provision Model(FAE 3=V 5 E£F)L)

SOL #8%ILET



SOL/IDE-R !

IDE-R ZH#MITLET

Remote FW Update (JE—rI7—LIz77vTT—F)

Enabled (5%h)

MEBx Z{&7FL T T L. Microsoft® Windows® A RL—T10J Y RFLTIAVEL—4ERHLET .

MEBX DT 74 LR E

RDOFIE. Intel® Management Engine BIOS Extension(MEBX) DT R TDT IAILMEEDYRATY .

RRAD—F

admin

Intel ME Platform Configuration(Intel ME 75y 74 —LBE)D TIAHIMETE

Intel ME Platform State Control (ME 75wk 7+ —AKEEar rao—)L)L

Intel ME Firmware Local Update Qualifier (Intel ME 77—AD T 7H—5
WT T T—MER)

Intel ME Features Control (Intel ME ##a>ra—)L)
Manageability Feature Selection (ZIH#EEDEIR)

Intel ME Power Control(Intel ME /87— kA—)L)

Intel ME ON in Host Sleep States GRXRR!—TKHET Intel ME #>)

Enabled (&) >
Disabled (%)

Always Open (&It —F2)*
Never Open(#—7>L%LY)
Restricted (BRE#)

7L
Intel AMT *
ASF

Desktop: ON in SO(FRXYkvF:S0 THY)

Desktop: ON in SO, S3(FR%kwvF:S0., S3 THY)

Desktop:ON in SO, S3, S4-5 *(FR%kvF:S0, S3. S4-5 TAY)

Desktop: ON in SO, ME WoL in S3(FX%ky7:S0. ME WolL in S3 T#>)

Desktop: ON in SO, ME WolL in S3, S4-5(FX%ky7:S0. ME WolL in S3. S4-5 TH>)
Desktop: ON in SO, S3, S4-5, OFF After Power Loss(TAR%kvy7:S0. S3.S4-5 TH> . BH
FIL#&I<A D)

Desktop: ON in SO, ME Wol in S3, S4-5, OFF After Power Loss(T X% bkvy>7:S0, ME WolL
in S3.54-5 T, EAFLEKITAT)

ﬂ AE: BED E-Star =& EENFZETIE. TIAILMREIX Desktop: ON in SO(TRI+yF:SO THU)TY,

Intel AMT 8D T 74IL MR E

Host Name (RR )
TCP/IP

Disable Network Interface?
(RYRT =D A BTT—REEHILET D)

DHCP Enabled. Disable?
(DHCP W E#ICHE>TVET  BHITLET )

RACR—L
Provision Model(FAE 3= 5 E€F)L)

Enterprise. Change to Small Business? Enterprise(T>8—7354X),
Small Business(RE—ILESHRR)ICEBLET M, )

Setup and Configuration (£vr7 v 7 EHR)
Current Provisioning Mode (R#EMZOE
Provisioning Record(FOEYa=>4'La—k)

Provisioning Server(FOEY 3=V 45 4—/3—)
Provisioning Server Address(FOEY3=>4 4 —/\—F7KLR)
Port Number (R—+&%5) (0-65535)
TLS PSK
Set PID and PPS(PID & PPS MERE)**
Delete PID and PPS(PID & PPS DHIBR)**
TLS PKI
Remote Configuration Enable/Disable () E—r&EHX / 83h) **
Manage Certificate Hashes (F23E/\v 1D EIH)
Set FQDN (FQDN M%)
Set PKI DNS Suffix (PKI DNS #2749 XDEEE)
Un-Provision(FOE Sa=> 5 k)2
VLAN
VLAN Disabled. Enable? (VLAN 2> TWET  HRILETH)
VLAN ID(1-4094)
SOL/IDE-R

—> 5 E—F)

Username & Password (1 —H—#£&/SXT—F)

Serial Over LAN

IDE Redirection(IDE Y& 1L433av)

z

z

H3
m
N

Provisioning Mode(FAEY3=> 4 E—FK) :PKI
avEa—42OFAEYa=v s PSK/PKI LO—RF—4 #KFLET,

0.0.0.0
0

ZH(I+—3 vk ABCD-1234)

Enabled (&%)
4 BEOTIAIED NV AHER
=]

=]

N
O(BRNHIHEDH)

Disabled (£3))
Enabled (&) *
Disabled (§&3h)
Enabled (&) >

Disabled (£3))
Enabled (&) *



Disabled (4&%h)

Secure Firmware Update (77—LD 7 DEFa7HT7YTT—F) Enabled (%) *
Set PRTC(PRTC DRE) z8
Idle Timeout(7AF)LRA LT )
Timeout Value (24 L7 MB) (0x0-OXFFFF) 1
*TIHIVNERE

**Intel AMT OBHLETOECa= T BROBRRELDHEENHYET .

1 Intel ME Platform State Control(ME F5vh7+—LiKEarbO—)L) EZEE T 5D(E. Management Engine (ME) DhST LY a—T 42T DIBEDHTY
2 Enterprise mode (T2 4—754 XE—K) Tld. DHCP ABBIIICK AL Rr—LEO—RLET,

3 JOECaz VI BRBENRTINDDE, RyIZANTAESa=o s ShTWSB AT,

BRIZES


file:///C:/data/systems/op755/JA/AMT/index.htm

BRIZES

Intel® Active Management Technology IZ2U\T
Dell™ Y R T LEBFFI=XFL—4H (K

Intel® Active Management Technology (Intel AMT, F7=(Z IAMT®) AT 22T, REITBH2RUI—YaE1— 2D EEABRITRYET. IT EETROIENARETAYE

1 AVEa—SHA U ELEA TSRO TV S HESMITERAL, R YbT =0 LOAVE1—T 0T 7Ry ERI LET — Intel AMT [ETEFIMES R T LAEY CREFSHEHREE AL
T AVEA—RIT7IEALET . AVE1—EH A TITH>TNTH, ChITT V2R T HIEN TEEY (Fldst, F=(d OOB 7V HRELEVET),

1 ARL—FAV TV RTLICEENRELIETH VE—FTURTLEBBLET — VIMIITELEARL—TAU T VAT LATERENRELIGSIC, BEEEMELT Intel AMT %
ﬁ?;;'Jf—hf:l>E:—9|:77tx?’é:an<féi?'a IT EEED Intel AMT DFEENNARUIOFLTBELVEEEFIALT, AVE2—2P AT LOMBEMHRITRIT 52LD
<

1 RN —IRBTYIRIITELVV ML AREERISBRHOREICL. RALWKEEEN LR VNI —VERBLET,

VIR T7HR—F

—EBDVYIEITTALE (ISV) [, Intel AMT OBEEZFIATESY I 7/ 07 —SEBELTVET, ChITE>T, READRYEI VLS fzavE1—47 v b E—FTEET 5
IZ0IT EBRBEREHOA T IV EMAT HIENTEES,

BRELP R

Intel AMT
[-3.3 Flm
#1541 (00B) 7ot R VRTLDEBRERIEHRL—T 10T O RT LAORKEIBRGL, TV T+ —LEYE—MERTEET,
YE—LTOISTINa—T12 T EYANY BUSITH RKREMENKIBICDEAGY T BIR 2V IO EMEER LSEFT,
BHTESL EoU B4 LESEREL, BEICANDERER/MNRICLET,
N—FIzFEVIEIITTRIEDYE—FTORBE (VRN OFHTOBBITLA, RE-FELUVHEEZR LSE T, 7R ORHEREHIRLET,
Y—F—TFADFERERNL—T AURUN)DFHTOBIICEA AE—FBLVHEEER LSE T, 7EUORH LOBAZHIBELET .

Intel® Management Engine BIOS Extension(MEBX) [&4 73> ® ROM £Xa—/ILTHY. Intel H5TILIZ Dell BIOS ITEH TRESN TLET . MEBX [ Dell avE1—4RICH
AATAXENTVET,

BRIZES


file:///C:/data/systems/op755/JA/AMT/index.htm
file:///C:/data/systems/op755/JA/AMT/mebx.htm
file:///C:/data/systems/op755/JA/AMT/index.htm

BRIZES

SYFILBEBELY IDE BEQOYXAALYE

Dell™ 27 LAEEFFI=RF—2HSF

Intel® AMT Tl. BEBISI7U L OREPERDRECEDLLT . SUTLBES LY IDE BIELEEISAT UM LEEILY—LISUS (LIS BIENTEET, VI TP TRELER
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Ensure that the DNS is configured with the Fully Qualified Domain Names (FQDN) of
the Intel® AMT-enabled machines that are being configured.
Intel@® AMT devices must be configured to have the same FQDN as the host 05. This stems
from the fact the Intel® AMT device is not a secure DNS client and it reies on the host 05
to maintain the DNS record. For this reason, the Intel® AMT device snoops the DHCP

Emupites T | requests and responses issued by the host 0S. The Intel® AMT device then uses the IP

= (& wy Favorites provided by the DHCP to the host OS as its own.

B 2l Congsle Homa

DNS Configuration

Intel® AMT device setup and ¢ requires the p
(DNS) Server. The DNS must have information for two entitias:
= The computer running Intel® SCS Server must be registered in the DNS

» A configured, operational Intel® AMT device must be registered within DNS

of a Domamn Name System

Intel SCS

The Notification Server with Out of Band Management Solution installed (with i.e. Intel®
SCS Server is running on this computer) must be registared in the DNS as "ProvisionServer”.
This must be done in each DNS Domain. When it sends its "Hello® message, the Intel® AMT
device first uses the domain name received from the DHCP server. If there is more than ene
SCS in the domain, the DNS will alternata between the servers. If there are multipls SCS
instances or tha server platform has 3 different name, than CNAME records need to be
added to the DNS.

Click on the Test button below to verify that DNS has the "ProvisionServer” entry and that it

When the host 05 is down, the Intel® AMT device requests DNS registration of i
confiqured FQDM from the DHCP (option B1). This works only if the DNS and DHCP are

Bore.
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DNS Cnnfiguration

Intal® AMT davice satup and requires the p of 3 Domain Name System
(DNS) Server. The DNS must have information for two antities:
+ The computer running Intel® SCS Server must be registered in the DNS

+ A configured, operational Intel® AMT device must be registered within DNS

Inteld SCS

The Notification Server with Out of Band Management Solution installed (with i.e. Intel®
5CS Sarver is funning on this computer) must be registared in the DNS as “ProvisionServer”.
This must be done in each DNS Domain, When it sends its "Hello” message, the Intel® AMT
device first uses the domain name received from the DHCP server. If there is more than one
SCS in the domain, the DNS will alternate between the servers. If there are multiple SCS
instances or the server platform has a different name, then CNAME records need to be
added to the DNS.

Click on the Test button below to verify that DNS has the "ProvisionServer” entry and that it
resolves to the comect Intebl) SCS Server.

et

Resclved "ProvisionServer” 1P: 192.163.20.10

Resolved Intel® SCS 1P 192.168.20.10

Intel® AMT Devices

Ensure that the DNS is configured with the Fully Qualified Domain Names (FQDN) of
the Intel® AMT-enabled machines that are being configured.

Intel® AMT devices must be configured to have the same FQDN as the host 05. This stems
from the fact the Inted® AMT device is not a secure DNS client and it reies on the host 05
to maintain the DNS record. For this reason, the Intel® AMT device snoops the DHCP
requests and responses issued by the host 0S. The INtel® AMT device then uses the [P
provided by the DHCP to the host OS as its own.

When the host 05 is down, the Intel® AMT device requests DNS registration of its
«<onfigurad FODN from the DHCP {option B1). This works only if the DNS and DHCP are
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DNS Cnnfiguration

Intal® AMT davice satup and © requiras

(DNS) Sarver. The DNS must have information for two entitias:
+ The computer running Intel® SCS Server must be registered in the DNS
+ A configured, operational Intel® AMT device must be registered within DNS

of a Domain Name System

Inteld SCS

The Notification Server with Out of Band Management Solution installed (with i.e. Intel@
S5CS Sarver is funning on this computer) must be registared in the DNS as “ProvisionServer”.
This must be done in each DNS Domain, When it sends its "Hello” message, the Intel® AMT
device first uses the domain name received from the DHCP server. If there is more than one
SCS in the domain, the DNS will alternate between the servers. If there are multiple SCS
instances or the server platform has a different name, then CNAME records need to be
added to the DNS.

Click on the Test button below to verify that DNS has the "ProvisionServer” entry and that it
resolves to the comect Intebl) SCS Server.

Tentl

Resolved "ProvisionServer” IP: 192.168.20.10

Resolved Intel® SCS IP: 192.168.20.10
Intel@ AMT Devices

Ensure that the DNS is configured with the Fully Qualified Domain Names (FQDN) of
the Intel® AMT-enabled machines that are being configured.

Intel® AMT devices must be configured to have the same FQDN as the host 05. This stems
from the fact the Intel® AMT device is not a secure DNS client and it rees on the host 05
to maintain the DNS record. For this reason, the Intel® AMT device snoops the DHCP
requasts and responses issued by the host OS. The Intel® AMT device then uses the [P
provided by the DHCP to the host OS as its own.

When the host 05 is down, the Intel® AMT device requests DNS registration of its
«<onfigurad FODN from the DHCP {option B1). This works only if the DNS and DHCP are

Bore.
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2| Manual:
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Intel® AMT 1.0 password:
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General
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VLAN
" use vian

Enabled Interfaces
™ Web UL
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¥ IDE redirection
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21. Generate keys before export (THRR—MfIZF—EER) SUARIVERIRLES .

anty selectad
" Generate keys before export:
Generate Security Keys
eys to generate: ISU
Factory Default Intel® Management Engine Password

Iadmln

Hew Intels Management Engine Password

58 booyy or byped (0m

Intel® Me Password EIHZI!

Number of securit

IntelE ME Passwy

Export Result -
To ceate and download USE key file, first configure settings an
click Donelond USE Lay . Place demmicaded fia 1o the USS Storage Davics.

Avadable: No data exported yet Close I

[Betp: fskirisbon Arvwpro bocall Mt OOBSC Security MEBSettingsF age. sspc g Inkernet |

i Ganarata file, and then
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Generate Security Keys
Mumber of security keys to generate: |50

Factory Default Intel@ Management Engine Password
Intel® ME Password: admin

New Inteds Management Engine Password
srard i el

T ded From U5E key or

he Managemant

= 5 B €

Intel® ME Password: Dell123!

jure: awtting
sad i

avadable: No data exported yet ciose |

‘bt fakiishos.trvpro Jocalflbrs O0BSC)SecuritMER: SettingsPage. aspir g Intemet =7

23. Intel ME DT I4/ILEbD/RRDT—FIE admin TY . ZTORBITHLLY Intel ME /SRT—FEBGELET .

G efore export:
Generate Security Keys
Number of security keys to generate: [so

Factory Default Intel@ Management Engine Password

Intel® ME Password: |a-:lrv||n

Hew Intebd Management Engine Password
Thi =l ded from LG8 key or typ
an

he Managerant

Engl

Intel® ME Password: Deli1zar

Mo data exported yet Close I

‘Bt {fekishes trvpe o bocall brs (O0BSC Sacuri MER: Settingsage. sspox’ ) Irkernet =7

24. Generate E) #VUvILET. F—mMEREIhDE, Generate VER) REAVDLITULIDNERSNET .

Export keys
(]

€ oty selec

o

 [Generate keys before export:
Generate Security Keys
Number of security keys to genarate: (50

Factory Default Intel® Management Engine Password

Intel® ME Password: |adm|n

New Intels Management Engine Password
s aithar uploaded from USB key or typed in manually into tha Management
5 Extansion screan

Intel® ME Password: Dell123!

Export Result

craats and download USE key fila. first canfrgure sett

gs an

rawnlend USE Lay file. Plaze dewnlaaded fda te b

Avadable: No data exported yet cose |
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25. Rit2TI+— vkl USB F/\A X% ProvisioningServer 0 USB ar9&IHEALETS .
26. Download USB key file (USB ¥—J7/ILO&o>0—K) Yo4%%5')y7LT. setup.bin 774 )L% USB T/RARIZHAHYO—RLET . TIHILLT USB T/AA MRS h
ZDT. SOT7AILE USB FRARIZHRGELET .

SBEMDF—PRLEITRSTE A, setup.bin I7 A LERES BHIIC USB T/ REFE T+ — T 2LENBYET .
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% [Generate keys before export

Generate Security Keys
Mumber of security keys to generate: |50

Factory Default Intel® Management Engine Password
Intel® ME Password: admin
New Intels Management Engine Password

This password is eithar uploaded from UEE key or typed in manually into tha Managemant
Engina BIOS Extension screen

Intel® ME Password: Dell1z3!

Export Result
To craste and downlosd USH
dlick Dawnioad USE key Fle.

: Download USE key file I
Avaaoe. &f27/2007 11:12:43 AM Cose

it fskirishore trvpeo.Jocall it [ OBSC SecurityMER: SetingsFage. aspic g Intemet |

ta. firat tonfigure sattings and dick Ganarats file. and then

domnloaded file to the L

Storage Device.

a. File Download (774 MA Y2 O—F) #470JRYIRT Save (#ff) &0)vILET.

File Download x|
Iil_:mmthMuMImvnmww

@ Hame: satup.bin
Type: Unknown Fie Type, 25566

From:  ahirisbe brvpea, ocal

_fnd [ s |

9 =
our compriter. If wou do not inust the sousce, do nct find 3
progiam b open this fle or save this Be. What's the risk?

b. Save in: (RIFET) A5 USB TS RERLTWAIEEIZELET . B (15 E0UvILES.

2
Savein | Removatis Disk [E1) A o
Fie name: Lisho bl = Save
Seveospe [ bin Docusert =] Cancal
p|

c. Download complete (#9>0—KR5%7) #4705 RyHRXT Close (HIL%) 7)voLET.




ZhT. setup.bin Z7MILHRSATDIIRTO—5 94V R ITEKRSET

=101
Fle Edt Wew Favortes Tooks  Heb i
- - (¥ Search | Folders | [T+
Aefdress [ 1) = B
Niams_= S8 | Type | Date pocifind | atributes |
File and Folder Tasks ¥ Hlsetup bin 26KB BINFile BR200T LLLZAM A
Other Places ¥
Details &

FRemovable Disk ()
Remavable Disk

File System: FAT

27. Export Security Keys to USB Key (£¥%a2UF4¥—0 USB ¥—~ANDIVRKR—F) D(UFIELURSATDIHIRTO—5740FHEHLT, Altiris A2V —ILIZRYET .
28. USB T/N\ARZAVE1—AETH>TIrE, aVE1—2ITHALTAVE2—2DEFEEANET . T<IT USB T/RARDRHEINT, KD AvE—UhEREShET.

Continue with Auto Provisioning (Y/N) HEIFRESa=vJ &4 LET (VYN

29. <y>#MLET.

Intel(R) Management Engine BIDS Extension v3.8.2.80884
Copyright(C) 2883-87 Intel Corporation. All Rights Reserved.

Found USE Key for provisioning Intel(R) AMT
Continue with Auto Provisioning (¥/N)

30. [EEDOF—ENTE, PRTLOREMNEGATESNET.

Intel(R) Management Engine BIOS Extension v3.0.2.80804
Copyright(C) 2883-87 Intel Corporation. All Rights Reserved.

Found USB Key for provisioning Intel(R) AMT

Continue with Auto Provisioning (¥/N)

Intel (R) AMT Provisioning complete
Press any key to continue with system boot...

Intel(R) Management Engine BIOS Extension v3.0.2.80804
Copyright(C) 28683-87 Intel Corporation. All Rights Reserved.

Found USB Rey for provisioning Intel(R) AMT
Continue with Auto Provisioning (Y/N)

Intel(R) AMT Provisioning complete
Press any key to continue with system boot...
ME-BIOS Sync - Successful
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B [ Sectior 2. Intel® AMT Tasks
& [ Reports
& O Tasks

Home View Hanage Tools Reports Configure Help >

Favorites.
S (@ My Favorites
B alteis Consale Home:

I Filkar by PID: I~ Filtar by Pes:

ore

33. BEMSHRHOTNSIEEMELET . Intel AMT 2.0+ FOYTH I T, LIISERShIZTOT7MVERRLET . ZOMOBEERBICEhETRELET .

T T I ket [Hoew -

<1 altiris console
Home View Hanage Tools Reports Configure
b e ]
2 5 out of Banc Management

G B alert Standard Format Gatting Started

& [ Colections.

@ [ Configuration

= £ IntelT AT Gateng Started

= O Section &, Proviskeing
& [ Basic Provisianing (wishout TLS)

@) St 1 Configurs D15

& Stmp 2 Discover Capablbes

B 530 3. view Intel @ AMT Cagabie Computers

4T Step 4 Create Profe

G S 5 Geneate Secunty Kevs

1@ Si=p & Configure Automatic Profis Assgrments

@) 530 7. Moritor Frovisiorng Pracess

@ 5% 5 Moritor Frofle Assigwents

& [ Enadle Seauity {T1L5)

@ ) Section . Intel® AMT Tatks
& [0 Reporis
& [ Tasks

= [ﬂ My Favontes
B At Congole Hove

Resource Synchronization

¥ Enable (currently enabled)

4 autarmal
ceund in

fdefault._3 '-I :
EMfault_B 'I

Synchronize Intely SCS and Notification Server resources
Intal® AMT from Notifi

Daily |

1 daye, starting Saturday, Janusry 01, 2005

ully Qi i
I Intel® AMT 1.0 to profile:
W Intal® AMT 2.0+ to profile:

™ Remove

Current status:
Last &
Total Devices:
Assigned resources o
Craated resources: o

o

chror

Cleaned resources:

apply | cancel

Bore

T T T ntene [ =

34. Step 7. Monitor Provisioning Process (Fi 7. 7OEYa=>5 70 0E=4) ZiRIRLET .
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<1 altiris console 0 o |

Home View Hanage Tools Reports Configure Help >

ks s
S B Cut of Band Management =
B9 Al St Fomat Ga o Stanied Resource Synchronization
& [ Colectons +
& O Configraten W Enable (currently enabled)
S £ Intel® AV Geteng Started
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= [ Basi Provisioning (without TLS) Fully Qualified Domain X ) found in the ion Server database based on the system UUID.
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& 1 Tasks Current skatus: Inactive
Last Synchronized: 6/27/2007 2:10:11 AM
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Craated resourcas: ]
Cleaned resources: 0
Favorites =
S (@ My Favorites Apply i Cancel
B alteis Consale Home:
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<1 altiris conscle o -
Home View Hanage Tools Reports Configure Help >
(- e sonrmrs
S 23 out of Bang Management L= m& “@T‘ﬂ,@ 2
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2 D section &, Provisueing
= [ Basi Provisioning (wishout TLS)
) Sten L Configure NS
# Siep 2 Discover Capablibes
1 Step 3. vew Intel T AMT Cagabie Comouters
4T Sep 4 Create Profie
G Sten 5. Gemeate Secunty Heys
@] S:=p 6. Configure Automanc Profie Assgreents
@) | 53ep 7. Manitor Frovisuning Process
@) 53ep B Moritor Profle Assgneents
@ O Enatde Saauity (TLE)
G ) Saction 2. Tntel® AMT Tacks

b - hPage ~ ([ Took < 7

& [ Reports
& OO Tasis
Tt siany [Varo = o [ecsioning =1 [ Records: [i =
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35. Step 8. Monitor Profile Assignments (FJE 8. FAJ7/LEYLTHOE=S) FERLET.
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<1 altiris console 0
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S B3 Cut of Band Management
[ ? Alert Standard Focat Gatting Started Profile Assignments
& [ Colections

& [ Configuration
= B3 Intel AMT Geting Started
B O Secton 1, Provisioning
= [ Basic Provsioning (wishout TLS)
@ Step 1 Configurs B0
. $tep 2 Discover Capablives
3. View Intel & AMT Cogabie Computers
4 Crests Frofie
5. Ganerate Sacunty Keys
@) Step & Configure Automatc Profle Assgnments
@) Step 7. Monitor Provisoring Process
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B ) Section 2. INteI® AMT Tasks
® [ Repors
& ) Tasks

-
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s Console 6.5 - Windows Internet Explorer B =101x]

—
@ - [& brvpro.Joclflinis] C e =] |+ 1| fiive sea ol-
G L) aniis Consde 6.5 - @
<1 altiris console s roloeal < TRVE il = s /- OVimm

Home View HManage Tools Reports Configure Help =
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All Configured Intel® AMT Computers

Al camputers in this collection are configured Intel§ AMT computers
Last Updated:  7/11/2007 11157116 AM

5 Th

D =
=
o

agacnent

ciard Format Gatting Startad

Favorites
= (@& My Eavorites
B Altris Congole Home

MEBXx 1 27x—REHHAL-FOESa =T D% T

Intel® AMT #% Enterprise (T>2—F54X) FtzI& Small and Medium Business (F/MEEEA3E) BIfEE—R (FOECa=UFETIVELIENET) MIFHZEvrT7yTTEHIEMNT
EFET. WHOIEE—RIE. FAFIVIELVHID IP RubT—IREEYR—ILET .

FAFIYY IP FybD—0i%5E (DHCP) AT 55 E1E. Intel AMT DFRRMEFRL—TFT AV TV RTLDRAMA —HTBLENHYET . . ARL—TAUTVRTLBLY
Intel AMT &4 DHCP Zfli I TEHLIHET B LHLHYFET -

B 1P b T —0REE T 5 41E. Intel AMT O IP PRLREARL—FAV T VAT LD IP PTRLAERLZDEDIST HLERHYFET . S5IZ. Intel AMT DRRAMHFRL—F
AV VAT LADRANG EREDEDICTELENHYET .

1 Enterprise mode (IVA—T5A4XE—K) - ZOE—FITZIHBEZALAFTT . ShixmERryhT—o%EE—FT. Transport Layer Security (TLS) #47/R—kL. #

B —ERFELIELLFET . Enterprise mode (TVE—FSAXE—F) I12F5E. IT VRTFLEHLE Intel AMT #)E—MFEHAICEF 27 ISV Ty IL TR T 22EnTEE
¥. Dell™ avEa—4TlE, THHHHOFEETHNIE Enterprise mode (TUA—TF5AXE—F) (ST 74U MEEENTOET . COE—RFEyr7yTEMRTOER 122

HEHIEMNTEET.

Small Medium Business (SMB) mode (/M3 (SMB) £—F) - COE—REMELSNEIEE—FTHY. TLS ZHR—T. Evb7yvI7TUr—2arvznE
ELFERA. SMB E—FIE. MILRYIFITTAVE (ISV) OFHIALY—ILO, 5 {kEhtz TLS 2T 20T ELRINI—IELBEF A TIDAVIFIRNSYF &t
BWHRETFTAE>TWES . SMB E—KTE. Intel AMT Otyh7yFERkIE. Intel ME BIOS Extension (MEBx) £/ LCF#HTR [ $5TAERTY. COE—RTIEE
NIEEAV TSRS OFAELEELZV S EANELHETT A, TRTDRYNT—IS5TvIh S USMTOD b TIEENO T, Z4atERbERAGYES.

Intel AMT Configuration (Intel AMT #&3&) Tl&. Intel AMT DEYR7 YT THA—INTOVEVNZDT R TH Intel AMT #F L3> (avEa1—40 Serial-Over-LAN (SOL) 4
IDE US ALYk (IDE-R) OHMAEE) #EvbTvILET.

RETT—ATRIESNIREE. aVE1—2DMAFEETISAETEEETIIENTEEY . AVE1—RTHTBILEIL, O—ALFELFEHIDY—LENLTERITTEET .

Enterprise Mode (TVA—TFS54XE—F) OFOE a= I ik
avEa1—4% Enterprise mode (IVA—F5(AXE—K) TIAESCI=U GBI, kD 2 DO HYET .

1 LAY—
1 1T TLS-PSK

LHy—

Transport Layer Security (TLS) AUELEHFITIE. SHORYRT—IDLENEERYNTI—S LT, Intel AMT OBy 7yTERRDLA S —FEEEITLET . Eyb7yTERMR
H—3— (SCS) IZlF. TLS WEDE=OITRAF (TR EEFRITTBIVTATA) ~NDEAVTYR YT —IEGHNBETT .

HYArEa—A2F. Intel AMT OFESLVTAESI=o I OEMHHNTETND. LHHMROT IHILMRETHENES . TEHAROTI4HILMRENS YTy TREIST HIZIE.
INBOAVE2—AIC Intel AMT QY7 YT EITSBENRBHYET . AVE2—ahvb 7y IREITES15. THITREESHTT b Tl SCS [THiT DR Vb T—oITHe4iL.
Enterprise Mode (TVA—F54XE—K) O Intel AMT i EHIHTHIENTEET .

IT TLS-PSK

IT TLS-PSK Intel AMT O tyh7yFEMiE, MHE 2D 1T HIITHEITEINET. LT OLONBELLZYET.

1 YT YT ERNY—8—
1 RRT—IBLVEF)TFADIVITFRNSIF v

THHAROT 4L MREIZAES TS Intel AMT AMERET 230 E2—428% Intel AMT OEYbZYTEMREM LTS 1T HMISREShET. IT HPIAVTADOHIET Intel AMT O
b7y FHEAN /T HE. avE1—4h Enterprise Mode (TUA—TFSAXE—R) 12hY. £yb7yFhI7z—X(2AYFET. SCS (X PID & PPS wybE4ERT 2L ELHYET .



Intel AMT BE[ERYRT—5 ETHILERBYES . RvkT—21%. Transport Layer Security Pre-Shared Key (TLS-PSK) FObIL LT ST HSENTEES . aVEa
—A&H SCS [Zfi4idhbdE. Enterprise mode (TVA—FS5A4XE—R) #@EMTHIES.

- — >
Enterprise Mode (ZV8—F54XE—K)
Intel® Management Engine BIOS Extension (MEBx) [&. Intel A% Dell™ [Zi{t9d 54T ar D ROM £V a—ILTHY. Dell BIOS [ZEHSNFET . MEBX [ Dell avEa—4
IZHEDEBTHRETAXENTVET .

KAZEHARET T Enterprise mode (TUA—TFSAXE—R) [SIEEyb 7y T EH Y —/A— (SCS) AL ETE . SCS (E. Intel AMT D7V T EMBETIRYNTI—H LTT T
Vr—avE37LET . SCS [& MEBX TOTAESI=U I H—/N—,LTHHONTVET . SCS [FlH [FIM VL RYTFITTALE (ISV) Ao, ISV HHary— LM GIcEE
NTOET. FEANSHILTE. FHasy— LM EF ITBRIL G hEEEL,

aVEa—%% Enterprise mode (TVA—T5A4XE—K) I2Eyb7yILTHMT BIZ1E. Management Engine % Enterprise mode (TV2—754XE—F) HIZE#IZLT. Intel
AMT #% Enterprise mode (T A—T54XE—F) HIiELET. FIMEITDLTIE. ME 2% Enterprise Mode (TVA—TJ5A4XE—F) [1l+M Management Engine O %)L#
KU AMT i##5E: Enterprise Mode (TVA—TS5AXE—F) [[+®D Intel AMT Dk ESBLTIIZEL.

ME #% 5 : Enterprise Mode (I 4—7F54XE—FK) FHIT® Management Engine OF Xk

A—4yh TSS9k T+—LT Intel ME Configuration (Intel ME #%52) 2G0T 3I2E. KO FIEEFITLET .
1. AVE1—3OEHFEEANT. BHTOERAIZ Dell DOTH MK REINDEEC <Ctri><p> ZfiF L. MEBx 7TUr—>avhiE#LET .
etup

Boot Menu
MEBx

www.dell.com

OptiPlex XXX Series
|
BIOS Revision 1.8.

2. Intel ME Password (Intel ME /82T —F) J4—JLRIZ adnin EANLET . <Enter> #HLET . SRAT—FTRALFDLFBXHIENET .

MEBx #F2av#ZE i 3I<E. ZDMISTIAIID/SRDT—RELETTELENHYET .



Intel(R) Management Engine BIOS Extension v3.8.2.080884
Copyright(C) 28083-87 Intel Corporation. A1l Rights Reserved.
[ 1

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

Intel(R) ME Passuword

[ESC1=Exit [ENTER1=Submit
3. Change Intel ME Password (Intel ME /SRT—FDZEH) ZERLET. <Enter> £MHLFET. HLLVIRT—FE. HERDT 2 FIAILET.

FHDIRRT—RIZF. ROEFRETDHDVENRHYET .

18 ¥

1 KXFE L F

VN E L Y

1 K

1S, FE BEDRR FERED S L, OSCERERO

FTUHE—RAT () BEVRR=ZRN—FHHENRRT—FLFTT A, HART—FOWHNERNT CEEHYELE A
SRRT—RELEHELT, Intel AMT Qi HEHILET . aVE2—FETHHEHHOT I+ L BREMAD YTy TRECHYES .
Intel(R) Management Engine BIDS Extension v3.8.Z.8084

Copyright (C) 20883-87 Intel Corporation. All Rights Reserved.
[ 1

Intel(R) ME Configuration
Intel(R) AMT Configuration

Change Intel(R) ME Password

Exit

Intel(R) New HE Password

[ESC1=Exit [ENTER1=Submit

4. Intel ME Configuration (Intel ME i¢) #i#RLET . <Enter> ZHLET.

ME Platform Configuration (ME 75974 —L4i%E) Tl AT av. I7—Loz7O7vTT—MERLGED ME OHfEER T THENTEET .



Intel(R) Management Engine BIOS Extension v3.8.2.8084
Copyright (C) 2683-87 Intel Corporation. All Rights Reserved.
[ 1

Intel(R) ME Con

Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

[ESCI=Exit [T4]1=3elect

5. RDAvE—IUMEREINET.

Systemresets after configuration change. Continue (Y/N) . GELEHRICORATLNYELY FSAET. Gii7LET (VYN . )

<y> EMLET.

Intel(R) Management Engine BIOS Extension v3.8.2. 8884
Copyright (C) 268@3-87 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

[ESC1=Exit [t]1=Select [ENTER]I=Access

[Caution]
System resets after configuration changes
Continue: (Y/N)

KDF T 3w Intel ME State Control (Intel ME REIVFA—IL) TF. SOATLav DT I+ILREE Enabled (£%) TY . ZO#%iE% Disabled (%)) (TZEHL

6.
BNTESLY. Intel AMT 2#3)129 %54 (E. Manageability Feature Selection (5 FEHEREDIEH) A TLavE BL CEELET.



Intel(R) Management Engine BIOS Extension v3.8.2.8084
Copyright (C) 2683-87 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME State Control
Intel(R) ME Firnware Local Update ﬂua]lfler
Intel(R) ME Features Control

Intel(R) ME Power Control P
Return to Previous Menu

[ESCI=Exit [T4]1=3elect [ENTER]=Access

[ 1 DISABLED)
[+] ENABLED

7. Intel ME Firmware Local Update Qualifier (Intel ME 77—Lz7A—hLT7yTT—MEHIT) ZERLET. <Enter> #LET.
8. Always Open (#IA—7>) ##RLET. <Enter> ZLET. COFTar DT I+ILMEE K Always Open (HIZH—TF2) TF.

Intel(R) Management Engine BIOS Extension v3.8.2.8084
Copyright (C) 20@83-87 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME utﬁtE Control

Intel(R) ME Features Cuntru]

Intel(R) ME Power Control P
Return to Previous Menu

[ESCI=Exit [T4]1=3elect [ENTER]=Access

[=] ALKAYS OPEN

[ 1 NEVER OPEN
[ 1 RESTRICTED

9. Intel ME Features Control (Intel ME #ftarba—)L) ZERLET. <Enter> Z#HLET.



Intel(R) Managenent Engine BIOS Extension v3.0.2.8684
Copyright(C) 2883-87 Intel Corporation. A1l Rights Reserved.
[ 1

Intel(R) ME State Control

Intel(R) ME Firmuware Local Update Eua]ilrer
Intel(R) HE Power Control b
Return to Previous Hewu

[ESCI=Exit [t41=3elect [ENTER1=Access

10. KOFTLaviE. Manageability Feature Selection CEHEREDIEIR) TT. COWBTT IV I+—LEHE—RERELET . TIAHINLEE Intel AMT TY.
BL AT avEERTHE. TRTOYE—MEBBAENEHITHYET.

Intel(R) Management Engine BIDS Extension v3.8.Z2.8084
Copyright (C) 20883-87 Intel Corporation. All Rights Reserved.
[ 1

Manageability Feature Selection|

Return to Previous Menu

[ESC1=Exit [t4]1=5elect [ENTER]I=Access

[#] Intel(R) AMT
[ 1 ASF

11. Return to Previous Menu (RO A=a2—IZj%) ZERLET. <Enter> ZHLET .



Intel(R) Managenent Engine BIOS Extension v3.0.2.8684
Copyright(C) 2883-87 Intel Corporation. A1l Rights Reserved.
[ ]

Manageability Feature Selection

Return to Previous Menu

[ESCI=Exit [t41=3elect [ENTER1=Access

12. Intel ME Power Control (Intel ME /XU —avkA—)L) Z#ERLFET. <Enter> ZHLET.

Intel(R) Managenent Engine BIOS Extension v3.0.2.H084
Copyright(C) 2883-87 Intel Corporation. A1l Rights Reserved.
[ 1

Intel(R) ME State Control

Intel(R) ME Firmware Local Update Qualifier
Intel (R) ME Features Control 4
Intel(R) ME Power Control 3
Return to Previous Mewu

[ESC]=Exit [t41=8elect [ENTER1=Access

13. KO#FFTLaviE Intel ME ON in Host Sleep States GRRRRY—FIRETD Intel ME DFE L) TF. TI+ILMElE Desktop: ON in SO, S3, S4-5 (FRYbyT:
S0. S3. S4-5 THY) TY.

& AE:  HED E-Star FFEERETE. TI4ILMEEE Desktop:ON in SO (FRIkvF: SO THY) TY.



Intel(R) Management Engine BIOS Extension v3.8.2.8084
Copyright (C) 2883-87 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME ON in Host Sleep States|

Return to Previous Menu

[ESCI=Exit [T4]1=3elect [ENTER]=Access

, 83
, 53, 34-5
, ME HoL in
S8, ME Mol in S3, S4-5
58, 33, 34-5, After Power Loss
, ME HoL in $3, S4-5, OFF After Power Loss

14. Return to Previous Menu (ifMA=21—(2/k%) ZERLET . <Enter> #HLET.
Intel(R) Managenent Engine BIOS Extension v3.0.2.8684
Copyright(C) 2883-87 Intel Corporation. A1l Rights Reserved.
[ ]

Intel(R) ME ON in Host Sleep States
Return to Previous Mewu

[ESC1=Exit [t41=8elect [ENTER]=Access

15. Return to Previous Menu (§{®A=a1—IZ2%) Z#EIRLET . <Enter> ZHLET .



Intel(R) Managenent Engine BIOS Extension v3.0.Z2.0684
Copyright(C) 2883-87 Intel Corporation. A1l Rights Reserved.
[ 1

Intel (R) ME State Control

Intel(R) ME Firnware Local Update Hualrlrer
Intel(R) ME Features Control

Intel (R) HE Power Control b

Return to Previous Mewu

[ESCI=Exit [t41=3elect [ENTER1=Access

16. MEBx £yh7y7ZE#K TLT. ME i E&iFELET. avEa—42IZ Intel ME Configuration Conplete (Intel ME #5E5 1) DAvE—IhE RSN, HEHLES. ME i%
EMTET LIS, Intel AMT OB EFITITEMNTEET . FIHICDOVTIE. Intel AMT %5: Enterprise Mode (T A—TS5AXE—F) [IF0 Intel AMT DAk ES LTS
AN

Intel AMT 3 %E: Enterprise Mode (T A2—FS54XE—F) HITD Intel AMT OFEZL

B—4yhTSYrTH+—LT Intel AMT Configuration (Intel AMT #5E) EHITTRICE. KDOFIEEFTLET .

1. AVE1I—ZOEHEEANT, EHTOEXHIC Dell DOTHEFHNFRINIzEEIT <Ctri><p> & F L. MEBx 7T —avmigfLEzT .
2. RRAT—FOANNIERDDTAVTDFEREINET . Intel ME DHLLVSRT—FEALLETS .
3. Intel AMT Configuration (Intel AMT #%5&) #i#RLFET. <Enter> ZHLFETS.

Intel(R) Managenent Engine BIOS Extension v3.0.2.8684
Copyright(C) 2883-87 Intel Corporation. A1l Rights Reserved.
[ ]

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

[ESC1=Exit [t41=8elect [ENTER]=Access

4. Host Name GRRR%) ZEIRLET . <Enter> #HLET. KICZO Intel AMT I VICEHGD4HTEANTILET . <Enter> #HLET

RAMICFRR—RFMEHTEERA. RybT—J LICHET HRRMHFELGNCEEHERLES . IP FRLRESEET H7 T )7 —2ar T, RAMEIAVE2—ED IP ORDHYIZEH
THIENTEET .



Intel(R) Management Engine BIOS Extension v3.8.2.080884
Copyright(C) 28@83-87 Intel Corporation. All Rights Reserved.
[ 1

TCP/IP

Provision Model

Setup and Configuration
Un-Provision

ULAN

SOL/IDE-R

Secure Firnware Update

Computer host nane

[ESCI=Exit [ENTER]1=Subnit

5. TCP/IP #ERLFY. <Enter> ZLET .
RDAvE—OHERESNET .
1 Disable Network Interface: (Y/N) (Ry D=9 2T7—REMHBLET (VYN )

<n>ZfLET.

RURD =D ERADE, TRTOHYE—F AMT HAEAZNITAY . TCP/IP BUEMNAEITAYES . COFTaviEYEZTEAT DT, KETIERTHEEITE. KD
RETTAVTINERESNET

Intel (R) Management Engine BIOS Extension v3.8.2.8804
Copyright (C) 2883-87 Intel Corporation. All Rights Reserved.
[ 1

Host Name

TCP/ 1P

Provision Model

Setup and Configuration
Un-Provision

ULAN

SOL/IDE-R

Secure Firnvare Update

[ESC1=Exit [t4]1=5elect [ENTER]=Access

Disable Network Interface: (Y/N)

1 [DHCP Enabl e] Disable DHCP (Y/N) ([DHCP %] DHCP Z#MHISLET (VYN )

<n>&LET.



Intel (R) Management Engine BIOS Extension v3.8.2.8884
Copyright (C) 2883-87 Intel Corporation. All Rights Reserved.
[ 1

Host Name

TCP/ 1P

Provision Model

Setup and Configuration
Un-Provision

ULAN

SOL/IDE-R

Secure Firnware Update

[ESCI=Exit [T41=3elect [ENTER]=Access

[DHCP Enabled]
Disable DHCP: (Y/N)

| FASYR—L
FAS A= LESDIA—ILRIZATILET .

Intel (R) Management Engine BIOS Extension v3.8.2.8884
Copyright (C) 2@83-87 Intel Corporation. All Rights Reserved.
[ 1

Host Name

Provision Model

Setup and Configuration
Un-Provision

ULAN

SOL/IDE-R

Secure Firnware Update

Domain nanme

[ESCI=Exit [ENTER1=Submit

6. A=a—hH\5 Provision Model (FRECI=UJETFIL) #IERLET. <Enter> #HLET.

RDAE—IDERENET .

1 [Intel (R) AMI 3.0 Mode] [Enterprise] change to Small Business: (Y/N) ([Intel (R)AMI 3.0 E—F] [TY4—TF54X] RE—LESRRIZEHLE

T (YN D

<n>Z&HLET.



Intel (R) Management Engine BIOS Extension v3.8.2.8884
Copyright (C) 2883-87 Intel Corporation. All Rights Reserved.
[ 1

Host Name

TCP/1IP

Provision Model

Setup and Configuration
Un-Provision

ULAN

SOL/IDE-R

Secure Firnware Update

[ESCI=Exit [T4]1=3elect [ENTER]=Access

[Intel(R) AMT 3.8 Model
[Enterprisel
Change to Small Business: (Y/N)

7. A=a—H5 Setup and Configuration (£Yb7yFEMB) #I#IRLET . <Enter> EHILET.

Intel(R) Managenent Engine BIOS Extension v3.0.Z2.08684
Copyright(C) 2883-87 Intel Corporation. A1l Rights Reserved.
[ ]

Host Name

TCP/1P

Provision Model
Un-Provision

VLAN

SOL/IDE-R

Secure Firmuware Update

[ESCI=Exit [t41=Select [ENTER1=Access

8. Current Provisioning Mode (BI{fEDMTAE A=V E—F) Z#RLTREDE—FELRLET . <Enter> #HILFET. BEDTOEDa= T E—RFRERSNET. <Enter>
Ffzl& <Esc> EILTH TLET .



Intel(R) Management Engine BIOS Extension v3.8.2.8084
Copyright (C) 2883-87 Intel Corporation. All Rights Reserved.
[ 1
Current Provisioning Mode

Provisioning Record
Provisioning Server
TLS PSK 4

TLS PKI k
Return to Previous Menu

[ESCI=Exit [T4]1=3elect [ENTER]=Access

Provisioning Mode: PKI

9. Provisioning Record (FOEYa=> 4 La—k) ##RLET.

JaEYa= S La—RItid, avEa—40TaET3=U ) PSK/PKI La—RF—40 % Rash&ET. T—208AIEhTOELEAIE. MEBX IZ&>T Provi si on Record not

present (FAEYA=UFLa—RRGEHELERA) EWVIAvE—URERENET. T—a2aA1Eh5E. Provision Record (FAEYa=U 4 La—R) (SN Ay E—Ihi%
RENET.

Intel(R) Management Engine BIOS Extension v3.0.2.8084
Copyright (C) 20@3-87 Intel Corporation. All Rights Reserved.
[ 1
Current Provisioning Mode

Provisioning Record
Provisioning Server
TLS PSK L4
TLS PRI r
Return to Previous Menu

[ESC1=Exit [t4]1=5elect [ENTER]I=Access

Provision Record is mot present

10. A=a—#H'5 Provisioning Server (FAEYa=> 54 —/\—) #ERLES . <Enter> EHLET .

11. FREYaz= 44 —/—0 IP % Provisioning server address (FOEYa=> 5% —/\—7KLX) T4—ILRIZA LT <Enter> ##LET. TI+/ILMEENK 0.0.0.0 T .

COTIHIERENHEAET HDIE. DNS H—/3—(2, TAEDI=UJH—N"—%TOEDIa=o T4 —/"—0 IP [ZfRIRT BIEMTESLI VNI NEET B E111TT .


file:///c:/data/systems/op755/ja/amt/mebx.htm#provision%20record

Intel(R) Management Engine BIOS Extension v3.8.2.8084
Copyright (C) 2883-87 Intel Corporation. All Rights Reserved.
[ 1
Current Provisioning Mode

Provisioning Record
TLS PSK 14

TLS PKI k
Return to Previous Menu

Provisioning server address

[ESCI=Exit [ENTER1=Submit

12. Port number (GR—hrES) T1—ILRIZR—FEANLT <Enter> £HMLET. TIHIMLER 0 T . TIHILMLE 0 OFEITE>TLDL AL, Intel AMT A7R—k 9971
1HBTOETa=o T o —N—ICflnEhE &SELET . TOEDa=o I Y —N—DHIOR—b LTAYE—VFRLTOSE G E. ThEIIICAALET .
Intel(R) Management Engine BIOS Extension v3.8.2. 8684
Copyright (C) 28@3-87 Intel Corporation. All Rights Reserved.
[ 1
Current Provisioning Mode
Provisioning Record
TLS PSK 4
TLS PKI r
Return to Previous Menu

Port number (B8-65535)

]

[ESC1=Exit [ENTER1=Submit

13. A=a—h5 TLS PSK #i#INLET. <Enter> #LET .



Intel(R) Managenent Engine BIOS Extension v3.0.Z2.0684
Copyright(C) 2883-87 Intel Corporation. A1l Rights Reserved.
[ 1
Current Provisioning Mode

Provisioning Record
Provisioning Server
TLS PXI L
Return to Previous Mewu

[ESCI=Exit [t41=3elect [ENTER1=Access

14. KOF T aviE Set PID and PPS (PID & PPS M#5E) TT . PID 8KV PPS [FFEHTANTEEY . Ffld SCS Ma—FE4 KT HLEIZUSB F—%HAILTANTESE
¥

COFTavid. FAESI=UY ID (PID) LUTAEDI=U T /RTL—X (PPS) ZANIT5HhDELDOTY . PID (& 8 7. PPS [ 32 WFTY. 4 LTDEYrIEITHIZE v
ANHBIDT, FyazTHHEPID [ 9 LT, PPS (& 40 LHFITHYET. SCS EThbDIUMELEKTHLEABHYES .

Intel(R) Management Engine BIDS Extension v3.8.Z2.8084
Copyright (C) 2083-87 Intel Corporation. All Rights Reserved.
[ 1

Set PID and PPS
Delete PID and PPS ==
Return to Previous Menu

Enter PID (e.g. ABCD-1234)

[ESC1=Exit [ENTER1=Submit

15. Delete PID and PPS (PID & PPS Dlff) #FavERFyILET. COFTav®liToE, avEa—an THIHKOTIHIIVMNIRYET . TRESa=V I B0
IZBILTIE. Return to Default (FIAILMIRT) ESMILTLZEL.,

16. Return to Previous Menu (§iDA=21—[2jR%) #EIRLET . <Enter> FHLET .


file:///c:/data/systems/op755/ja/amt/troubleshooting.htm#default

Intel(R) Managenent Engine BIOS Extension v3.0.Z2.0684
Copyright(C) 2883-87 Intel Corporation. A1l Rights Reserved.
[ 1

Set PID and PPS »x
Delete PID and PPS ==

Return to Previous Menu

[ESCI=Exit [t41=3elect [ENTER1=Access

** - nay cause Intel(R) AMT partial unprovision
17. AZa—H5 TLS PKI #ERLET . <Enter> #HILFET.

Intel(R) Managenent Engine BIOS Extension v3.0.2.H884
Copyright(C) 2883-87 Intel Corporation. A1l Rights Reserved.
[ 1
Current Provisioning Hode

Provisioning Record
Provisioning Server
TLS PSK »
Return to Previous Mewu

[ESC]=Exit [t41=8elect [ENTER1=Access

18. *=a—#MH5 Remote Configuration Enable/Disable (JE—RXEAR) / %) #EINLET . <Enter> #HLET. COFTLavIETFI4IRT Enabled (5%) [ZH->T
BY. RIRT—=IDAV ISR FwAELR (CA) ITHIELTULVENE & (. Disabled (fE¥) (ST 2ZEMNTEET .



Intel(R) Management Engine BIOS Extension v3.8.2.8084
Copyright (C) 2683-87 Intel Corporation. All Rights Reserved.
[ 1
Manage Certificate Hashes

Set FODN
Set PKI DNS Suffix
Return to Previous Menu

[ESCI=Exit [T41=3elect [ENTER]=Access

[ 1 DISABLED)
[+] ENABLED

cause Intel(R) AMT partial unprovision

19. KO#ATL3aviE Manage Certificate Hashes GERIE/\yI D) TE. FTIAINTIE 4 MHEONY 1R ESATOET . Nydalda—F—0EHIT LITHIREITEM
FTHIENTEET.

Intel(R) Management Engine BIOS Extension v3.8.2. 8684
Copyright (C) 2083-87 Intel Corporation. All Rights Reserved.
[ 1
Renote Configuration Enable/Disable =

Manage Certificate Hashes
Set FODN

Set PKI DNS Suffix

Return to Previous Menu

Hash Name Default
eriSign Class 3 Primary CA-G61 [=]
VeriSign Class 3 Primary CA-G3 [#]
Go Daddy Class £ CA [#]1
Starfield Class Z CA [#]

[ESC1=Exit [INS1=Add [DEL1=Del [+]=Act ive [ENTER1=View

20. *=a—#d Set FQDN (FQDN D#iE) E#RLET . <Enter> FMLET. THFRART —LRIZFOESa=0 5 4 —/3—D FQDN £AJILT <Enter> £HiLET .



Intel(R) Management Engine BIOS Extension v3.8.2.8084
Copyright (C) 2683-87 Intel Corporation. All Rights Reserved.
[ 1
Remote Configuration Enable/Disable w=

Manage Certificate Hashes

Set FODN

Set PKI DNS Suffix

Return to Previous Menu

Enter FODN of provisioning server

[ESC1=Exit [ENTER1=Submit
21. A=a—#5 Set PKI DNS Suffix (PKI DNS 47192 RADisE) EERLET . <Enter> #ILET. THFRAMTs—ILFIZ PKI DNS Suffix EAJILT <Enter> &ILET .

Intel(R) Management Engine BIDS Extension v3.8.2.8084
Copyright (C) 2083-87 Intel Corporation. All Rights Reserved.
[ 1
Remote Configuration Enable/Disable »*

Manage Certificate Hashes
Set FODN

Set PRI DNS Suffix

Return to Previous Menu

Enter PKI DNS Suffix

[ESC1=Exit [ENTER1=Subnmit

22. Return to Previous Menu (§fiD*=1—[2ji%) Zi%IRLET . <Enter> EHILET .



Intel(R) Managenent Engine BIOS Extension v3.0.Z2.0684
Copyright(C) 2883-87 Intel Corporation. A1l Rights Reserved.
[ 1
Remote Configuration Enable/Disable sx

Hanage Certificate Hashes
Set FODN
Set PRI DNS Suffix

Return to Previcus Mewu

[ESCI=Exit [t41=3elect [ENTER1=Access

** - may cause Intel(R) AMT partial unprovision

23. Return to Previous Menu (F{MA=a1—([2jk%) FERLET. <Enter> %L T. Intel AMT Configuration (Intel AMT #&5E) A=a—ITRYET .

24. Un-Provision (FAEYa=U @) #72av&RFyILET. COF T avEMATaE. avEa—4N LEHMHKOTIHILMNIRYET . TaESa=o I @EoFmIzELT
[%. Return to Default (FI4ILMIRD) ESHL TS

25. *Za—MHib VLAN Z#RLET. <Enter> ZHILET .
RDAYE—ONERENET .
1 [VLAN Disabl ed] Enable VLAN. (Y/N) ([VLAN fEx] VLAN ZH#ILET: (YN )
<n>#MLES.

[ntel (R) Management Engine BIDS Extension v3.8.2.0884
Copyright (C) 2883-87 Intel Corporation. All Rights Reserved.
[ 1

Host Name

TCP/IP

Provision Model

Setup and Configuration
Un-Provision

ULAN

SOL/IDE-R

Secure Firnvare Update

[ESC1=Exit [t4]1=5elect [ENTER]=Access

[VLAN Disabled]
Enable VLAN: (Y/N)

26. SOL/IDE-R ##RLES . <Enter> EHLETS .


file:///c:/data/systems/op755/ja/amt/troubleshooting.htm#default

Intel(R) Managenent Engine BIOS Extension v3.0.Z2.0684
Copyright(C) 2883-87 Intel Corporation. A1l Rights Reserved.
[ ]

Host Name

TCP/ 1P

Provision Model

Setup and Configuration
Un-Provision

VLAN

SOL/IDE-R

Secure Firnware Update

[ESCI=Exit [t41=3elect [ENTER1=Access

27. ROAvt—IMRIREh. TRITHKEFEEYRAMIRSNBIG SR EITBYET .

1 [Caution] Systemresets after configuration changes. Continue: (Y/N) ([E&E] RELFRICVRATLAYEY FESAFET. Li/7LET: (YN D

<y> EMLET.

Intel(R) Managenent Engine BIOS Extension v3.8.Z2.8084
Copyright (C) 2083-87 Intel Corporation. A1l Rights Reserved.
[ ]

Host Name

1CP/ 1P

Provision Model

Setup and Configuration
Un-Provision

VLAN

SOL/IDE-R

Secure Firmware Update

[ESCI1=Exit [t41=Select [ENTERI=Access

[Caution]
Systen resets after configuration changes
Continue: (¥/N)

1 User nane & Password (A—H#—%&/NRXT—F)

Enabled (fi%)) #i#RLT <Enter> #MLFET .

ZOFTav T, A—F—BLU/SRT—F%E WebGUI hSEMTEIEMNTEET. CDFTavEEMICTHE. MEBX JE—R7 IR REFEF DD IV AT LEHEEIFISHYE



Intel(R) Hanagement Engine BIOS Extension v3.8.2.8084
Copyright(C) 2863-87 Intel Corporation. A1l Rights Reserved.
[ ]

Host Name

TCP/IP

Provision Model

Setup and Configuration
Un-Provision

Secure Firmware Update

[ESCI=Exit [t41=Select [ENTER1=Access

Username & Password
[ 1 DISABLED

[%] ENABLED

1 Serial Over LAN
Enabled (%)) #i#RLT <Enter> #HLFET .

Intel(R) Management Engine BIOS Extension v3.8.2.8684
Copyright (C) 2863-87 Intel Corporation. A1l Rights Reserved.
[ ]

Host Name

1CP/IP

Provision Model

Setup and Configuration
Un-Provision

ULAN

Secure Firmware Update

[ESCI=Exit [t41=8elect [ENTER1=Access

Serial Over LAN
[ 1 DISABLED
[%) ENABLED

1 |DE Redirection (IDE Y&/ LY Par)

Enabled (17%)) #iZRLT <Enter> #HILET .



Intel(R) Hanagement Engine BIOS Extension v3.8.2.8084
Copyright(C) 2863-87 Intel Corporation. A1l Rights Reserved.
[ ]

Host Name

1CP/ 1P

Provision Model

Setup and Configuration
Un-Provision

Secure Firmware Update

[ESCI=Exit [t41=Select [ENTER1=Access

IDE Redirection
[ 1 DISABLED

[%] ENABLED

28. KM# T 3aviE Secure Firmware Update (77—ADz7DEFa7HE7 YT T—bh) TY. TI4)Lh#EEE Enabled (5% TY.

Intel(R) Management Engine BIOS Extension v3.8.2.8684
Copyright (C) 2883-87 Intel Corporation. All Rights Reserved.
[ ]

TCP/IP

Provision Model

Setup and Configuration
Un-Provision

ULAN

SOL/ IDE-R

Secure Firmware Update

Set PRIC

[ESCI=Exit [T4]=Select [ENTER]=Rccess

[ ] DISABLED,

[%] ENABLED

29. Set PRTC (PRTC Mi#%iE) #RXF¥vyILET.



Intel(R) Management Engine BIOS Extension v3.8.2.8084
Copyright (C) 2883-87 Intel Corporation. All Rights Reserved.
[ ]

TCP/IP

Provision Model

Setup and Configuration
Un-Provision

ULAN

SOL/ IDE-R

Secure Firnware Update

Set PRIC

Enter PRTC in GMT(UTC) format(YYYY:MM:DD:HH:MM:SS)

[ESCI=Exit [ENTER1=Submit

30. KOFTLaviE Idle Timeout (FARLEALTIRN) T . TIHINEEE 1 T CORALTIMEA IO ME 2T04—T 54 XWEE—RTHHIZTHTOERAD
13 27v7 T, Wol #FLav i iah T34 TY .

o HE: fFEDYATLT E-Star #HZERIFTSIZE. Desktop: ON in SO (FRIkvF: SO TAY) iE# 13 ATy T THHT AL EAHYET .

Intel(R) Management Engine BIOS Extension v3.0.2.8084
Copyright (C) 20@3-87 Intel Corporation. All Rights Reserved.
[ ]

Setup and Configuration
Un-Provision

ULAN

SOL/IDE-R

Secure Firmware Update
Set PRIC

Return to Previous Menu

Timeout Value (1-65535)

i

[ESC1=Exit [ENTER1=Submit

31. Return to Previous Menu (ff@D*=a1—I2jk%) Zi#RLET. <Enter> ZMHLES .



Intel(R) Managenent Engine BIOS Extension v3.0.Z2.0684
Copyright(C) 2883-87 Intel Corporation. A1l Rights Reserved.
[ ]

Setup and Configuration
Un-Provision

ULAN

SOL/IDE-R

Secure Firmuware Update
Set PRIC

Idle Tineout

Return to Previous Mewu

[ESCI=Exit [t41=3elect [ENTER1=Access

32. Exit (#&7) &EIRLET. <Enter> ZHLFET.

Intel(R) Managenent Engine BIOS Extension v3.8.2.H884
Copyright(C) 2883-87 Intel Corporation. A1l Rights Reserved.
[ ]

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password

[ESC]=Exit [t41=8elect [ENTER1=Access

33. KDAvE—UHERENET

Are you sure you want to exit? (Y/N) : (KHIZETLETHA? (YN )

<y>#HLET.



Intel(R) Managenent Engine BIOS Extension v3.0.Z2.0684
Copyright(C) 2883-87 Intel Corporation. A1l Rights Reserved.
[ ]

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

[ESCI=Exit [t41=3elect [ENTER1=Access

fire you sure you want to exit? (¥/N):

34. aVEA—ANHEHLES . aVE1—2DEHEEVI>T. GHRT—TIENLET. ThTIAVE1—RIE YR Ty TREITEY. EHOEHENTETOES.

SMB £—F

Intel® Management Engine BIOS Extension (MEBx) [&. Intel A% Dell™ [Zi2{t9 54T ar M ROM EPa—ILTHY. Dell BIOS [ZEHENET . MEBX (& Del™ avEa—
BHITHRARA RSN TWET .

FIILTIE. Small and Medium Business (SMB)  (H/hiAE3E (SMB) ) E—FTO Intel AMT Otvb7yTERREYR—ELTVET. SMB E—F TR EELGWVHE—DREEE.
Set PID and PPS (PID & PPS M%) #7avT9. Ffz. Provision Model (FOETC3=V S EFIL) #71av(E. Enterprise (TV4—T54X) TlEAE{Small Business
(RE—IWEDHRR) ITHELET .

aVEa1—%% SMB E—FRITEybPZyFLTHKT I2IE. Management Engine % SMB E—RTHZIICLT. Intel AMT % SMB E—R[[HITRET DL ENBHBYET . FIEIZDOLTIE.
ME #5Z: SMB E—FK[1l+® Management Engine D%t &E KT Intel AMT #%5E: SMB E—Fil+® Intel AMT D4 ik ES LTS,

ME #%%: SMB E—FMH[+®» Management Engine OF #j{k
B—4yh TSS9k T+—LT Intel ME Configuration (Intel ME #%5E) DEEHNTRICIE. KDOFIEEETLET .
1. AVE1—2OTHEEANT, KHFOER P Dell dOT @A FFENFEE(C <Ctri><p> Z{fF &, MEBx 7TV r—av A RfiLEd .
etup

Boot Menu
MEBx

www.dell.com

OptiPlex XXX Series

]
BIOS Revision 1.8.1

2. Intel ME Password (Intel ME /XRT—F) Z4—JLRIZ admi n EAJJLET . <Enter> ZLET

NRT—RTERLFICFAXFENES . MEBx A TLav LTS BI2E. ZOMISTIHIID/RRT—FELEFF Z0ELNHYET .


file:///c:/data/systems/op755/ja/amt/deployment.htm

Intel(R) Management Engine BIDS Extension v3.8.2.8084
Copyright(C) 28@83-87 Intel Corporation. A1l Rights Reserved.
[ 1

Intel(R) ME Configuration
Intel (R) AMT Configuration
Change Intel(R) ME Password
Exit

Intel(R) ME Password

[ESC1=Exit [ENTER]=Subnmit

3. Change Intel ME Password (Intel ME /SXT—F®DZEH) #ERLET . <Enter> FHLET. FHLLVIRT—FE, MERD=H 2 FAHLET.
FHDIRRT—RIZF. KOBEZRETHBVENHYET .
1 8 ¥
1 RXFE L T
1 NTE LT
1
VLS F R BEORK FEIED 0T G, OICFERBRO

FUB—ZAT () BEURR—ZAN—[FHENEIRRT—R L FTEMN, HRRT—RFOEMIEERTEEXHYERA.
INRT—REAEHELT, Intel AMT DFTHEHEERILET . aVE1—2IE THHEHOT IAILNREN Sy b7y TREICRYET .

Intel(R) Management Engine BIOS Extension v3.8.2. 8684
Copyright (C) 2083-87 Intel Corporation. All Rights Reserved.
[ 1

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password

Exit

Intel(R) New ME Password

[ESC1=Exit [ENTER1=Submit

4. Intel ME Configuration (Intel ME i&&) #i#RLET. <Enter> &fLET.

ME Platform Configuration (ME F5vbh74—L4ikE) Tlk. BlATar. I7—LIz707vITT—MERGED ME DHREERETDHENTEET .



Intel(R) Management Engine BIOS Extension v3.8.2.8084
Copyright (C) 2683-87 Intel Corporation. All Rights Reserved.
[ 1

Intel(R) ME Con

Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

[ESCI=Exit [T4]1=3elect

5. ROAvE—UhFRESNET.
Systemresets after configuration change. Continue (Y/N) GEEZEFRICVRATLNYEY FEhFET. HZTLET (YIN) . )

<y> EfiLET .

Intel(R) Management Engine BIOS Extension v3.8.2. 8884
Copyright (C) 268@3-87 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

[ESC1=Exit [t]1=Select [ENTER]I=Access

[Caution]

System resets after configuration changes
Continue: (Y/N)

6. KOATLavIF Intel ME State Control (Intel ME REAVFA—IL) TY. TOFTarOFI4LhEEIE Enabled (17%) TY. COUE% Disabled (M%) T2
BNTESLY. Intel AMT 283129 5154 (&. Manageability Feature Selection CHHEHEREDIER) AT 3 BL ITEFLET.




Intel(R) Management Engine BIOS Extension v3.8.2.8084
Copyright (C) 2683-87 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME State Control
Intel(R) ME Firnware Local Update ﬂua]lfler
Intel(R) ME Features Control

Intel(R) ME Power Control P
Return to Previous Menu

[ESCI=Exit [T4]1=3elect [ENTER]=Access

[ 1 DISABLED)
[+] ENABLED

7. Intel ME Firmware Local Update Qualifier (Intel ME 77—LASz7A—hLT7yTT—MEHIT) ZEIRLET. <Enter> #MLET.
8. Always Open (#IA—7>) ##RLET. <Enter> ZLET . COFTar DT I+ILMEE K Always Open (iIZH—TFY) TF.

Intel(R) Management Engine BIOS Extension v3.8.2.8084
Copyright (C) 2683-87 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME utﬁtE Control

Intel(R) ME Features Cuntru]

Intel(R) ME Power Control P
Return to Previous Menu

[ESCI=Exit [T4]1=3elect [ENTER]=Access

[=] ALKAYS OPEN

[ 1 NEVER OPEN
[ 1 RESTRICTED

9. Intel ME Features Control (Intel ME #farba—)L) #ERLET. <Enter> Z#HLET.



Intel(R) Managenent Engine BIOS Extension v3.0.2.8684
Copyright(C) 2883-87 Intel Corporation. A1l Rights Reserved.
[ 1

Intel(R) ME State Control

Intel(R) ME Firmuware Local Update Eua]ilrer
Intel(R) HE Power Control b
Return to Previous Hewu

[ESCI=Exit [t41=3elect [ENTER1=Access

10. KO#FTLaviE Manageability Feature Selection CEEHfEDIEIR) TT. COWAETI SN IA—LFHE—RELELET . TIHILMNEERK Intel AMT TY . BL AT
2avEIRIRTBE. TATOYE—MFABREAN I RYET.

Intel(R) Management Engine BIOS Extension v3.8.2. 8684
Copyright (C) 2083-87 Intel Corporation. All Rights Reserved.
[ 1

Manageability Feature Selection|

Return to Previous Menu

[ESC1=Exit [t4]1=5elect [ENTER]I=Access

[#] Intel(R) AMT
[ 1 ASF

11. Return to Previous Menu (RO A=1—I2jk%) #ERLET. <Enter>FHMLFET.



Intel(R) Managenent Engine BIOS Extension v3.0.2.8684
Copyright(C) 2883-87 Intel Corporation. A1l Rights Reserved.
[ ]

Manageability Feature Selection

Return to Previous Menu

[ESCI=Exit [t41=3elect [ENTER1=Access

12. Intel ME Power Control (Intel ME /XU —avkA—)L) #i#RLET. <Enter> ZHLETS.

Intel(R) Managenent Engine BIOS Extension v3.0.2.H084
Copyright(C) 2883-87 Intel Corporation. A1l Rights Reserved.
[ 1

Intel(R) ME State Control

Intel(R) ME Firmware Local Update Qualifier
Intel (R) ME Features Control 4
Intel(R) ME Power Control 3
Return to Previous Mewu

[ESC]=Exit [t41=8elect [ENTER1=Access

13. KO#FFLaviE Intel ME ON in Host Sleep States GRRRRY—TFIRETD Intel ME DFE L) TF. T I+ MEIE Desktop: ON in SO, S3, S4-5 (FRYkvT:
S0. S3. S4-5 THY) TY.

& AE:  HED E-Star FFMREARETIE. T4V MEE X Desktop:ON in SO (FRI+yF: SO THY) TY.



Intel(R) Management Engine BIOS Extension v3.8.2.8084
Copyright (C) 2883-87 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME ON in Host Sleep States|

Return to Previous Menu

[ESCI=Exit [T4]1=3elect [ENTER]=Access

, 83
, 53, 34-5
, ME HoL in
S8, ME Mol in S3, S4-5
58, 33, 34-5, After Power Loss
, ME HoL in $3, S4-5, OFF After Power Loss

14. Return to Previous Menu (§{®A=a—IZji%) &ERLET. <Enter> &HLET.
Intel(R) Managenent Engine BIOS Extension v3.0.2.8684
Copyright(C) 2883-87 Intel Corporation. A1l Rights Reserved.
[ ]

Intel(R) ME ON in Host Sleep States
Return to Previous Mewu

[ESC1=Exit [t41=8elect [ENTER]=Access

15. Return to Previous Menu (§{®A=a—IZ2%) Z#ERLET . <Enter> ZHLET .



Intel(R) Managenent Engine BIOS Extension v3.0.Z2.0684
Copyright(C) 2883-87 Intel Corporation. A1l Rights Reserved.
[ 1

Intel (R) ME State Control

Intel(R) ME Firnware Local Update Hualrlrer
Intel(R) ME Features Control

Intel (R) HE Power Control b

Return to Previous Mewu

[ESCI=Exit [t41=3elect [ENTER1=Access

16. MEBx £yh7y7ZE#K TLT. ME i E&FELET. avEa—42IZ Intel ME Configuration Conplete (Intel ME #5E5% 1) DAvE—IhEREh, HEHLES. ME i%
EMTET LIS, Intel AMT B EITSSEMNTEET .

Intel AMT 8 E: SMB E—FHIT® Intel AMT OF $hik
A—4 9y TS5y T+—LT Intel AMT Configuration (Intel AMT #5E) EERITTBICIE. RO FEEFTLET .

1. AVE1—2QEFEEANT, EHTOER P Dell DOT AR RENFEEC <Ctri><p> T &, MEBX 7T r—avhSiRiiLEd.
2. RRT—FOANERHZTALTEHFRENET . Intel ME DHLLV/SRT—FEATILETS .
3. Intel AMT Configuration (Intel AMT &5&) #i#IRLET. <Enter> ZMHLET.

Intel(R) Managenent Engine BIOS Extension v3.0.Z2.0684
Copyright(C) 2883-87 Intel Corporation. A1l Rights Reserved.
[ ]

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

[ESCI=Exit [t41=3elect [ENTER1=Access

4. Host Name URRM%) ZERLET. <Enter> EHILET.
5. KIZZO Intel AMT RUUICEEDHHTENIILET . <Enter> ELET.

RAMICERAR—RBEEHTEERA. TYRT—Y LICEET DRRAMAEELENCEEMHRLET . IP FRLRELELT ST TU7—2av T, RAMEIVE2L—ED IP Ofth
YIS HIENTEET .



Intel(R) Management Engine BIOS Extension v3.8.2.080884
Copyright(C) 28@83-87 Intel Corporation. All Rights Reserved.
[ 1

TCP/ P
Provision Model

Setup and Configuration
Un-Provision

ULAN

SOL/IDE-R

Secure Firnware Update

Computer host nane

[ESCI=Exit [ENTER]1=Subnit

TCP/IP Z%IRLFET . <Enter> ZMLET.
7. ROAvE—UHFERIN, FRISFKEFZHEYRMIRIND RSB EITRYET .

o

Disable Network Interface: (YYN) (RybIT—=UA 2B Tz—REHHITLET (YN )

<n>&HLET.

FYRT—IMMNITADE, TRTOYE—FD Intel AMT HEEEATERNITAEY ., TCP/IP e MAEITHYES . COFTLavBUIYEITHEAT2EDT. KETIERTHEEITIE.
SOt DsETIAVT MR REINETS .

Intel (R) Management Engine BIOS Extension v3.8.2.8884
Copyright (C) 2@883-87 Intel Corporation. All Rights Reserved.
[ ]

Host Nane

TCP/IP

Provision Model

Setup and Configuration
Un-Provision

ULAN

SOL/IDE-R

Secure Firnware Update

[ESC1=Exit [t)]1=Select [ENTER]=Access

Disable Network Interface: (Y/N)

1 [DHCP Enable] Disable DHCP (Y/N) ([DHCP f3%l] DHCP #MEZHZLEF (VN )

<n>Z&HLET.



Intel (R) Management Engine BIOS Extension v3.8.2.8884
Copyright (C) 2883-87 Intel Corporation. All Rights Reserved.
[ 1

Host Name

TCP/ 1P

Provision Model

Setup and Configuration
Un-Provision

ULAN

SOL/IDE-R

Secure Firnware Update

[ESCI=Exit [T41=3elect [ENTER]=Access

[DHCP Enabled]
Disable DHCP: (Y/N)

| ORASLUR—L
KA R—LESDIA—ILRIZASALET .

Intel (R) Management Engine BIOS Extension v3.8.2.8884
Copyright (C) 2@83-87 Intel Corporation. ALl Rights Reserved.
[ ]

Host Nane

Provision Model

Setup and Configuration
Un-Provision

ULAN

SOL/IDE-R

Secure Firnware Update

Domain nanme

[ESCI=Exit [ENTER1=Submit

A=a—h5 Provision Model (FAEYa=U S EFIL) &%IRLET . <Enter> EHLET .
9. KOAvE—UHFRENET.

®

[Intel (R) AMI 3.0 Mvde] [Enterprise] change to Small Business: (Y/N) ([Intel (R)AMI 3.0 E—FK] [TYv8—TF54X] RE—ILECRRIZEHLE

ENSAN)

<y> &#HfLET.



Intel (R) Management Engine BIOS Extension v3.8.2.8884
Copyright (C) 2883-87 Intel Corporation. All Rights Reserved.
[ 1

Host Name

TCP/1P

Provision Model

Setup and Configuration
Un-Provision

ULAN

SOL/IDE-R

Secure Firnware Update

[ESCI=Exit [T4]1=3elect [ENTER]=Access

[Intel(R) AMT 3.8 Model
[Enterprisel
Change to Small Business: (Y/N)

Un-Provision (FAEYazU SRl #72avERFvTLES. COFTLavEHiidTdE, aVvEa—an THHGEROT I4IVNMIRYET . TAESa=U S B O4AIZELT
[&. Return to Default (FIHILMMIRT) ESMLTLZEL.

11. A=a—H5 VLAN Z#RLET. <Enter> &#LFET.

12, KOAvE—IHERENET.

[VLAN Disabl ed] Enable VLAN. (Y/N) ([VLAN #%)] VLAN £4%ISLEF: (YN )

<n>&HLET.

[ntel (R) Management Engine BIDS Extension v3.8.Z2.0884
Copyright (C) 28@3-87 Intel Corporation. All Rights Reserved.
[ 1

Host Nane

TCP/IP

Provision Model

Setup and Configuration
Un-Provision

ULAN

SOL/IDE-R

Secure Firnvare Update

[ESC1=Exit [t]1=8elect [ENTER]=Access

[VLAN Disabled]
Enable ULAN: (Y/N)

13. SOL/IDE-R #i#RLEY . <Enter> ELET .


file:///c:/data/systems/op755/ja/amt/troubleshooting.htm#default

Intel(R) Managenent Engine BIOS Extension v3.0.Z2.0684
Copyright(C) 2883-87 Intel Corporation. A1l Rights Reserved.
[ ]

Host Name

TCP/1P

Provision Model

Setup and Configuration
Un-Provision

VLAN

SOL/IDE-R

Secure Firnware Update

[ESCI=Exit [t41=3elect [ENTER1=Access

14, KOAvt—INRFREh. ThITEHKEFEEYRAMIRSNBIGEHL EITBYET .

1 [Caution] Systemresets after configuration changes. Continue: (Y/N) ([VE&E] RELFRICVRATLNAYEY FSWET. 4iiTLET (VYN D

<y> EMLET.

Intel(R) Managenent Engine BIOS Extension v3.8.Z2.8084
Copyright (C) 2083-87 Intel Corporation. A1l Rights Reserved.
[ ]

Host Name

1CP/1P

Provision Model

Setup and Configuration
Un-Provision

VLAN

SOL/IDE-R

Secure Firmware Update

[ESCI1=Exit [t41=Select [ENTERI=Access

[Caution]
Systen resets after configuration changes
Continue: (¥/N)

1 User nane & Password (1—#—#&/8XT7—F)
Enabled (%)) &#RLT <Enter> ZLET .

COAT2av T, A—Y—BLU/SRT—F%E WebGUI MoIEINTHIEMTEET . CDFTavEMANITTHE. MEBX YE— M7V RRMERERDDRS AT LEHHTZFIEYE



Intel(R) Hanagement Engine BIOS Extension v3.8.2.8084
Copyright(C) 2863-87 Intel Corporation. A1l Rights Reserved.
[ ]

Host Name

1CP/ 1P

Provision Model

Setup and Configuration
Un-Provision

Secure Firmware Update

[ESCI=Exit [t41=Select [ENTER1=Access

Username & Password
[ 1 DISABLED

[%] ENABLED

1 Serial Over LAN
Enabled (H%)) ZERLT <Enter> EHLET .

Intel(R) Management Engine BIOS Extension v3.8.2 HHB4
Copyright (C) 2083-87 Intel Corporation. All Rights Reserved.
[ ]

Host Name

ICP/IP

Provision Model

Setup and Configuration
Un-Provision

VLAN

SOL/ITE-R

Secure Firmware Update

[ESCI=Exit [t4]=Select [ENTER]=Access

Serial Over LAN
[ 1 DISABLED
[=] ENABLED

1 |DE Redirection (IDE Y%A LYar)

Enabled (fi%)) #i#RLT <Enter> #HLFET .



Intel(R) Hanagement Engine BIOS Extension v3.8.2.8084
Copyright(C) 2863-87 Intel Corporation. A1l Rights Reserved.
[ ]

Host Name

1CP/ 1P

Provision Model

Setup and Configuration
Un-Provision

Secure Firmware Update

[ESCI=Exit [t41=Select [ENTER1=Access

IDE Redirection
[ 1 DISABLED

[%] ENABLED

15. KMO#F TP 3aviE Secure Firmware Update (77—ADz7DEFa7HE7 YT T—h) T . TI4)Lh#EEE Enabled (5% TY.

Intel(R) Management Engine BIOS Extension v3.8.2.8684
Copyright (C) 2883-87 Intel Corporation. All Rights Reserved.
[ ]

TCP/IP

Provision Model

Setup and Configuration
Un-Provision

ULAN

SOL/ IDE-R

Secure Firmware Update

Set PRIC

[ESCI=Exit [T4]=Select [ENTER]=Rccess

[ ] DISABLED,

[%] ENABLED

16. Set PRTC (PRTC Mi%iE) #RXF¥vyILET.



Intel(R) Management Engine BIOS Extension v3.8.2.8084
Copyright (C) 2883-87 Intel Corporation. All Rights Reserved.
[ ]

TCP/ 1P

Provision Model

Setup and Configuration
Un-Provision

ULAN

SOL/ IDE-R

Secure Firnware Update

Set PRIC

Enter PRTC in GMT(UTC) format(YYYY:MM:DD:HH:MM:SS)

[ESCI=Exit [ENTER1=Submit

KDOFTaviE idle Timeout (FPARILAALT IR TEH. FIHIMRER 1 TE. SOZALTIMSERTREAZDIE. ME % SMB B)fFE—FTHRICT 2T 0RO FE 13
T\ Wol #F2av i anh T a5 5113 TY.

17
@ ERB: HEOVATLTE-Star BRERITHICE. Desktop: ONin SO (FAYRYT: SO THY) Reg T 13 TN 2B ERHYET .

Intel(R) Management Engine BIOS Extension v3.0.2.8084
Copyright (C) 20@3-87 Intel Corporation. All Rights Reserved.
[ ]

Setup and Configuration
Un-Provision

ULAN

SOL/IDE-R

Secure Firmware Update
Set PRIC

Return to Previous Menu

Timeout Value (1-65535)

i

[ESC1=Exit [ENTER1=Submit

18. Return to Previous Menu (§fiDA=21—[2jR%) ZiEIRLET . <Enter> ELET .



Intel(R) Managenent Engine BIOS Extension v3.0.Z2.0684
Copyright(C) 2883-87 Intel Corporation. A1l Rights Reserved.
[ ]

Setup and Configuration
Un-Provision

ULAN

SOL/IDE-R

Secure Firmuware Update
Set PRIC

Idle Tineout

Return to Previous Mewu

[ESCI=Exit [t41=3elect [ENTER1=Access

19. Exit (#7) #ERLES. <Enter> ZHILET.

Intel(R) Managenent Engine BIOS Extension v3.8.2.H884
Copyright(C) 2883-87 Intel Corporation. A1l Rights Reserved.
[ ]

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password

[ESC]=Exit [t41=8elect [ENTER1=Access

20. KDAyE—ONERENET .

Are you sure you want to exit? (Y/N) : (KRHIZEETLETHA? (YN )

<y>&fLFET .



Intel(R) Managenent Engine BIOS Extension v3.0.Z2.0684
Copyright(C) 2883-87 Intel Corporation. A1l Rights Reserved.
[ ]

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

[ESCI=Exit [t41=3elect [ENTER1=Access

fire you sure you want to exit? (Y/N):

21, AVEA—SAHEHLES. aVE1—20EEEY>T. BET—INEILET. ThTAVEA—R>Eyb Ty IREIRY . EHOEHENTETOET .

HXIZRS
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BRIZES

— — >
FSITISa—Ta2Y
Dell™ & 2T AEEFPFI=AML—4HAF
@ Fo4INIRET TREVIZVIBR)

@ Oy LYIFDISYa
@ Serial-Over-LAN(SOL) &1 IDE YZ AL Y>3 (IDE-R

ABETIE, Intel® AMT BE(CBIT SRBAECIIBEISRTT 5. BAMBIST LS 1—F 10T OFIBCONTHELES,

FIAIMNMIET(FOECa=V 5 HBK)

FTIHIMNIRT EF, TAESa=U T RBRELTHEMBNTULVET, Intel AMT Avb7yTShiiEhi-arEa—4%270E a= Sy @KR$ HIC1E. Intel AMT Configuration (Intel AMT
BE)E@S LY Un-Provision(FAE A=V /@R AT avEERLET,

AVEA—5ETOE DIV T RIRT BITIE ROFIRISHRVES .
1. Un-Provision(FREYa= 4 k) 2L T, Full Un-provision (247 0E a7 R #8IRLET .

SMB E—RTFAEYa=rJEhtzavEa—4IZIE. Full Un-provision(E2A7AE A=V BRI ZFERATEE T, COFTLar TERTO Intel AMT RENTIHHABO T I+
JLMZRYET A ME BE®L/SXT—RAyhEh b LEHYER A Enterprise Mode(TVA—T 54 XE—R) THOEPa=V i ehizavE1—4TlE, B F oA ToE
DAV BREEATEEY. BSNETOE DIV RIRTIE, PID LU PPS £RULT, TRTO Intel AMT RENTIHBHFAROT IHILMNIRYET, BH0GTOE 3=V T @
R TIE. ME BEFEIE/SART—RA) EybEh DI EEHYER Ao

1 HERIC. TOESI VI BBED AvE—UNRFTINET . TOECI=V T BRMNE T I5L. a>bO—LA Intel AMT Configuration(Intel AMT &) BEISEShET, aVE
1—AMNTFT+ILED Enterprise Mode(TU2—T 54 XE—R) IZRESN DD T, Provisioning Server(FAE 3= 44 —/31—)  Set PID and PPS(PID £&U PPS D
). Set PRTC(PRTC O E) DEF T av NBEEAAREIHVET .

2. Return to previous menu (RO *=1—IZR %) Z&RLET,
3. Exit(T)EBRLT <y> F—2HLFES AVE21—0BEHLES,

IHHBEEHOT IR EIZRYT

Intel AMT BEZT A TIHBHFRHOT IHILMNIRET IS li CMOS % (v &E L CMOS NyTUENLTO VUTLET ., ChISE, /SRT—RETIAILEO/XRT—F adnmi n ([ZUEvhg
HCELEFENET, 172U, ME Power Settings (ME RE)HEME DREREvbEShER A, AVE1—FFERATHBHAROT 74/ LMREBICRT I, ChoDBREEZFEH T+
YT RBEABYET ROFE. TIHILED MEBX BEDUYRNTT . 74T UMLHYE—MERF. BEEYN 7y T LHBRETHRVRYETTEE A,

MEBxX M T 77U M &

MEBXx 5 & TIHIEERE
Intel ME State Control(Intel ME Kf&a>rO—)L) Enabled (&%)
Lnig;}vg‘;ggyféeﬁﬂ?;sal Update Qualifier (Intel ME 77—Lx7 Always Open (&l=A—7>)
LAN Controller(LAN 3> ra—3) Enabled (5%h)

Intel ME Features Control(Intel ME ##&a>a—)L)

Manageability Feature Selection (BE#EEEDZER) Ilntel AMT

Intel ME Power Control(Intel ME /37 —a>ka—)L)

Intel ME ON in Host Sleep States(FRRFRY—THKHET® Intel ME @ | Desktop: ON in SO, S3, S4-5(FRIbvT:
#ik) S0. S3, S4-5 THY)

SOL/IDE-R

Username and Password (1 —4—#%&&/8RT—FK) Enabled (5%))
Serial Over LAN Enabled (5%h)
IDE Redirection(IDE Y& (1L 433av) Enabled (B%h)
Remote Firmware Update (JE—rI7—LIT77vTT—hH) Enabled (F%h)

Firmware Flash(Z7—LDx7 D73y 1)
Intel AMT Z&YHLWA—2avIT7yT I L—RT B2}, I7— LIz T7EISv2alET, I7—LIT7DIFvah BIOS 7593 aa1—T4Y T4 IHARERTNET A, BIOS 205
v aASNBEBEMICT7—LIIT7EI5yiashET, BBTS YL 1 EEF 8T 5IZIE. MEBX interface (MEBx 42427z —X) MSecure Firmware Update (77—LWI7 DtF
27T vIT—R)ERET Disabled (8% &R IRLET CORENEHITHEOTINSIBE . BIOS 275v22F 5L, I7—LIIT7DIS—Avt—UMNRREINET,

ZOI7—LxT7IE AWNA—2av F L EBREA VA= LENTWS/N—2a V(275932 BT EdTEF A COT7—LDT 7D IFvPald, support.jp.dell.com HA+THHO—
FLTHERY HIEnTEET,

Serial-Over-LAN(SOL) & IDE YA AL 933> (1DE-R)


file:///C:/data/systems/op755/JA/AMT/index.htm
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IDE-R & U SOL £EATERMEE L, ROFIBISHWVET,

HHEBEE T, <Ctrl><p> ZML T MEBX BEICAVET .
RRT—FDANERHZTOVTIHRRRENET, Intel ME DFLLVIRDT—FEAALET,
Intel AMT Configuration(Intel AMT &) &2IRLET

<Enter> Z#LFEY,

Un-Provision(FRE 3=y BB #RIRLET

<Enter> Z#LFEY,

Full Unprovision(E247AEYa= 7 R #8RLES,

<Enter> ZHLEY,

Intel AMT Configuration(Intel AMT &%) B @ CHREFTVET,

COoNoOOAWNE

>
r

BRIZES
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BRIZES

Intel® AMT WebGUI D{FELNE

Dell™ ¥ 257 LEBFFI=X L —4HAF

Intel® AMT WebGUI & Web J59HA—RD A2 47x—A T, ChEBRALTRENICYE—FTAVE1—4E BB T HTEMNTEET, Intel AMT DEvh 7y T EHREANIVEL—4 LT
BYNRITENEMEIDEHM T BT ARELT. WebGUI AMEEITERASNES, UE—FaVEa1—42E WebGUI #E179 HRAMIVE1—2EDOMICYE—MEGNERICRIShA TR
£ UE—FAVE1—2LT Intel AMT BB YRy TSMBRESN TR EEE/RLET

Intel AMT WebGUI [Z7%+#RF 3IZIZ. Internet Explorer® % Netscape® 77U —aviED Web I5H9%EALET .,

REMAZIVE2—2DYE—MEBICEUTOEANEELET,

N—=FIITDAUAURY

FG Y =E%
YE—bTOIVE2L—EDY YL
RURT—IREDER
FHRL—Y—niem

WebGUI MDY R—kF, SMB A tyr7yTSNBREN TSIV EA—FTR T IH VM TEBITA>TVET  TVE—T 51 Xy 7T EHBATHhNzaVE2—4TO WebGUI OH7KR
—NE, YR T YT EBREY —N—ICk O TRESNET,

WebGUI 1247z —2DHEWAIZE T 51E$R (L. Intel DT H A+ www.intel.com TAFTEET,

ROFIEIH>T, BT YT EBENFATNSAVEL—F LT Intel AMT WebGUI IZH#ELET .

1.
2.
3.

6.

Intel AMT OtV 7yTEBREMSET L. Intel AMT HHEET 500 E1—2DBREANETS,
Intel AMT AVE1—4¢,RLY TRy EQOEEAVE1—44E  JIOAVE1—4hD Web TS5 HERBLET,
MEBx &1 Intel AMT HMAET 50 E1—2DR—MIIEESNT IP PRURITHGLES (Fl:http://i p_address: 16992 FE1=(& http://192. 168. 2. 1: 16992) ,

T IHIETIER—RE 16992 TF, 16993 H&U https:// #FEMAL T, Enterprise mode (T A—TF 54 XE—R) THRB LUV TYTSh TSIV Ea—4 L
@ Intel AMT WebGUI [ZH#LET

DHCP #EfA¥ 5158 (&, ME OFELEHF ALY R—L(FQDN) EEALET ., FQDN [FHRREERACLDAVE R— a0 T (fi:http:// host _nane: 16992 F1= [
http://system: 16992) ,

FEIOVE1—4(E, Intel AMT AHEET 200 E 1—4~ TCP #EHETL. Intel AMT AT 50 E1—40D Management Engine AT Intel AMT A\8%HiAFNT- Web R—
COBEMUARLIZTIRALET .

A—HY—EBLVNRT—FEAALET,
FTIAIEDI—HF—&I(E adnin, /SRT—K[EL MEBx T Intel AMT Oty 7y ThIZEESNI=HDTT,
AVEL—SEREBRHLC BELGERETVET,

JE—haVE1—8D MEBx /SRT—K[E WebGUI TEETEET, /S\RT—K% WebGUI F=[Z)E—FIVY—ILTEET L /SRT—RA 2 DITHYET, JE—FD MEBx /8
D—RELTHHSNDHLLVSRT—RIE, WebGUI F1[EUE—raVY—IL TYE—MDHEEELET  MEBX OO—HILT7 7t RISEATHO—HL MEBX /SRT—FREEShFEE
Ao AVE1—AD MEBX [CA—ALE LV E—FT7IERTBICF, O—DLELTYE—FAH D MEBX /SAT—REHZ TEDENHYET , MEBX /SRT—RERHIC Intel AMT
YR TYTICEETDIEEIC, CONART—RFA—ALELVYE—MEAD/SRAT—ROREERILET, UE—MSRT—FEEFT DL SRT—FORANNNET,

Exit(8T)ERRLES .

RIZES
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